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Most working engineers view machine-checked
mathematical proofs as an academic curiosity, if
they have ever heard of the concept at all. In
contrast, activities like testing, debugging, and
code review are accepted as essential. They are
woven into the lives of nearly all developers

-- Adam Chlipala



Coming Soon: Machine-Checked Mathematical
Proofs in Everyday Software and Hardware
Development

-- Adam Chlipala
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Kubernetes

KLBEPVATNG: Greek for “pilot” or “helmsman of a ship”
the open source cluster manager from Google
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1 subgoal - SEBATAREYTI—ILA—DH 5,
. A:Prop | —— TEBOREIERT ABAER.
e H:A
AR TRTREL TR TE SRR
oM
W 2 ERT REFTT—)L

\
Coq® & Iits




Coqld. it ELTARBIZEAZEIEA =D ?

AB DR

In [3]: intros. /

Out[4]: Proving: Hello_Coq « —— =fRRth)EED4 ]

1 subgoal < ST REYTI—ILN—DH 5B,
— [EIBADIKE 1R T KRELTER,
55 :
AL THIIREL THIATE BIRE
L S : 1EHZHIT—ILO1ER
SIBAT REHTIT—)L

\
Coq® & Iits




Coqld. TDEF R THOIGEBADIREE 172 RLFE T,
tacticslX. IFEBADIKRE |ZE LS EBFET,

CogMBI RIGT—BARFLDI(E. TOFFRTOHIEEAADIREE ]
ERIFWMTI

ZOIREIX, BERIIZABMN®RALT: tactic A<wURIZEH-TE
ELET,

tactics [, £EIZ, SEBADIREZZ LI ESH=0(Z. AEHF
A4 57K TY,



[SEBAMDIRREJIZ(T. D EDEBATER T RE
HIJId—ILMNEENTLET,

[SEBAMDIREE IDFERDS>B . [T TIT—)L1ELvhbEDIZEHE
LELELD,

Coqd)}iﬁt'?@':F'(Z’é‘i*l»é"ﬂ'j:i‘—)lx&(,ﬁ@li\ M&4mlE, =
DEREDEERAIZE P L LS K 1ELVD, Coghb ARANDH T X
LAV TY, Cogh o ARRINDIETRER>THEWEE A,



CoqlE,. RELZRIBEZTBEEGHAIZTEILET

AfEECoqgld. KELEIRBEZERD KLY EELZEREICHEIL T,
— DO DN ENINT-BEEHEOELET , SHLTHEIINT=[E
RED— DM, HTJTI—)LTY,

TI DT, HOBBZEHES-DITREGHII—ILD#IF. —D
EERYFEE A

RDOHE. destruct ELvStactic ZEFTLI-ER. —>0Y D
J—I)LZEEFEDIBADIRENEEN-ZEERLTULVET,



ABIDIg~ destruct tactic Z{E->TULV5

In [4]: (*A\/B Aédéruct'g‘" BE, ADIREICEEY, Y T7T—INH_DICHEIZNhSB, *)
destruct A_or_B.

Out[5]: Proving: or_comm

2 subgoals < AT REHTI—ILN2DH 5,

sEBA TRIREL TRHIATE SRR

ST ~EHTT—LO—DH

SR REHTI—ILD=DHE

« Cell evaluated.
4 Rollback cell Auto rollback

\
| Coq® & Iits |




CoqTDIFBHNHEKLBEIX. YT7d—)IL&xE<T
&ET9,

FlTiRf=K31Z, Coqld. TTDEIREF LY B ERE (Y T3 —
IWIZHEEL T, TNZTI NTEEHELFET,

FTARTOYITI—ILAEMINTI=EE. TTORBEDEAL R HY
F9,

ADEWNAZTITNIEL. CoqTODEEBAN &KL B4EIL., FGEEAS
NTWGEWSGTId—)LDEEENIZTHLETT,
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B #hi77Stack Machine® 4

http://adam.chlipala.net/cpdt/

https://github.com/phlummox/cpdt/blob/master/s
rc/StackMachine.v



http://adam.chlipala.net/cpdt/
https://github.com/phlummox/cpdt/blob/master/src/StackMachine.v
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1. (+22)HAWNE (X (+22) 7) D&%, BAREO
ERENLLHARDELFSE T ARV I DEHEEES,
@ RAYI-TIUNE. ZDODARAYY ., TATSLEWEINT S
Ay & FTEEERDAZYI%EHD,
o 5Ezont=xX(E. R3YY-7LDTOTSLIZERESH
T. 7095 LR 2928 RSN 5,
2. ZOZEH compile Y, 2 TORIZDVWTIELLITHNBIE
AT 5,
3. COXVE . FEEFRFEZTESULOITILET S,



Stack Machine

& exp
(*(+22) 7)

compile
(*(+22) 7)

(722 + %)

Stack Machine®D=EfT
(*(+22) 7)




BEIANSZE

O 4R Tl&. SyntaxESemantics® — D% Bk 93,
SemanticsDEEi g HELVIRITH, fﬁﬁ:“élﬁ’]

[0 Denotational Semantics(RRIEIERIR) &L, JREE
{ETEKRZRTITHEDEE-TULWY, lb’éﬁbl-azé%ﬁ
I, RHWERGR THHATE S,

O ZZThSemanticsD it I, EHOBEHMI-LPEEL. =
EE RLCLDTHS,

O ZOfITIE. £ THORIRKIZL Tcompile AIELLE %
I AHEFEEBALTULNS (BERRIZABRLT=) DI=HY, ZHLT=EC
g, TATSLIZDONTODRRAEEREZXAIZEEIAT S
ZENTES,




Syntax

ZIEEE binop [&. PluséTimes x4
Inductive binop : Set := Plus | Times.

& expld. E#H K ConstE ZIEEE K Binoph 574
Inductive exp : Set : =

| Const : nat -> exp

| Binop : binop -> exp -> exp -> exp.



Semantics

Definition binopDenote (b : binop) :
nat -> nat -> nat .=

match b with —IERE binopDRTHIELK
_ AE=DDBEKMEEST
| Plus => plus AT (D BAREET
| Times => mult
end.

Fixpoint expDenote (e : exp) : nat :=

match e with X expDRTRIERK

| Const n => n ConstDiG& EBinopDiH&E

| Binop b el e2 =>
(binopDenote b) (expDenote el) (expDenote e2)
end.



=TT

Eval simpl in expDenote (Const 42).
(** [=42 : nat] *)
24 => 24

Eval simpl in expDenote (Binop Plus (Const 2) (Const
2)).

(** [= 4 : nat] *) (+22) =>4

Eval simpl in expDenote (Binop Times (Binop Plus
(Const 2) (Const 2)) (Const 7)).

(** [= 28 : nat] *) (*(+22) 7) =>28



Target Language
Syntax

Stack Machine D&% instr®) 239 ANEE

Inductive instr : Set : =
| iConst : nat -> instr
| iBinop : binop -> instr.

Definition prog := list instr.
Definition stack := list nat.

listCZ DM RAYY progéstackzEi&E3 3%
progl¥. Z?MStack Machine® 7T A5 S LEEHNT S

stack(Z. FHEEXEAD A2V



Target Language
Semantics

Definition instrDenote (i : instr) (s : stack) : option
stack :=

match i with instr &R RAIE K
| iConst n => Some (N ::'S) EHHLLAEEBR Ay
| iBinop b =>

match s with
| argl :: arg2 :: s' =>
Some ((binopDenote b) argl arg2 :: s')
| _=> None iBinOp7gb XAy M
end SEED IEEHRELT,

HERZTAIVIIZEYT .
end.



Target Language
Semantics

Fixpoint progDenote (p : prog) (s : stack) : option
stack :=

match p with progM K-~ HIE LK
| nil => Some s
i p'=>

match instrDenote i s with
| None => None
| Some s' => progDenote p' s
end
end.



Translation

expZzprogl=Z£#d 3

Fixpoint compile (e : exp) : prog :=
match e with
| Const n => iConst n :: nil
| Binop b el e2 => compile e2 ++ compile el ++
iBinop b :: nil
end.



Translation
E2THT)L

Eval simpl in compile (Const 42).
(** [= iConst 42 :: nil : prog] *)

42 => (42 ) :prog
Eval simpl in compile (Binop Plus (Const 2) (Const 2)).
(** [= iConst 2 :: iConst 2 :: iBinop Plus :: nil : prog]
*)

(+22)=>(22+) :prog

Eval simpl in compile (Binop Times (Binop Plus (Const
2) (Const 2)) (Const 7)).

(** [=iConst 7 :: iConst 2 :: iConst 2 :: iBinop
Plus :: iBinop Times :: nil : prog] *)

(*(+22) 7) =>(722+ *) :prog



Translation Correctness

Theorem compile_correct : forall e,
progDenote (compile e) nil =
Some (expDenote e :: nil).

Lemma compile_correct' : forall e p s,

progDenote (compile e ++ p) s =
progDenote p (expDenote e :: s).

CoqT®h ., COIEADEEMIE. BT B,



/N

Inductive type : Set := Nat | Bool.

Inductive tbinop : type -> type -> type -> Set :=
TPlus : tbinop Nat Nat Nat

TTimes : tbinop Nat Nat Nat

TEqQ : forall t, tbinop t t Bool

TLt : tbinop Nat Nat Bool.

FEDRIUICVERELT FEEXRFSE (LI niBoolfEZER
9 ) ZEMATHRERT %o



Inductive texp : type -> Set :=
TNConst : nat -> texp Nat
TBConst : bool -> texp Bool

TBinop : forall t1 t2 t, tbinop t1 t2 t -> texp t1 ->
texp t2 -> texp t.

Definition typeDenote (t : type) : Set : =
match t with
| Nat => nat
| Bool => bool
end.



Definition tbinopDenote argl arg2 res (b : tbinop
argl arg2 res)

: typeDenote argl -> typeDenote arg2 ->
typeDenote res : =

match b with

TPlus => plus
TTimes => mult
TEqQq Nat => beq_nat
TEQ Bool => eqgb
TLt => leb

end.




Fixpoint texpDenote t (e : texp t) : typeDenote t :=
match e with

TNConst n => n

TBConstb => b

TBinop _ _ b el e2 => (tbinopDenote b)
(texpDenote el) (texpDenote e2)

end.




E 1741
Eval simpl in texpDenote (TBinop TTimes (TBinop
TPlus (TNConst 2) (TNConst 2))

(TNConst 7)).
(** [= 28 : typeDenote Nat] *)

Eval simpl in texpDenote (TBinop (TEg Nat) (TBinop
TPlus (TNConst 2) (TNConst 2))

(TNConst 7)).
(** [= false : typeDenote Bool] *)

Eval simpl in texpDenote (TBinop TLt (TBinop TPlus
(TNConst 2) (TNConst 2))

(TNConst 7)).
(** [= true : typeDenote Bool] *)
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Deep Specification TOM{E#k1IZDULNT

0 Deep SpecificationZ{a] hviz o 7541

S YA Y CIpaI=RV.N: T PAy

JO09SLNDEREZBHMNICERT HRMIEEEZTLNAE,
HEEINA A—D N E DTS,

0 Deep Specification® {1

xId . BIAVELY

RIVEELDTIE

B ENBETATSLELTHET HLDT, Deep
SpecificationTI&, Ak ERBEDEL, EDTAT S LM —
HREIDNEFIREI D DZETH O T, BKHBDEVNITENDH

ST TIFEELY,



CoqlZ&kbHiEHdae

O HhAMEFIVE1—4TRISET D, L (FHRaLET—4
BECTILOAYALEFE->TIATSLEEL, Deep
SpecificationD Mtk 1E N EERILLIIZEI NS, TN
[EMEEZE [ EE>THLWY,

O f=1=. [EE | TE5EENEOIDE, FTOEEEIL. OV SLH
BIZDWTORKBIHERZ RIBEIC T HRENZHFDL D, R
(X. CogZxAlLVD, CHLI=EEAIF. TOT S LDIEIETKREL
=EZFRE-9,



]

O BRARET—AEEDTILTV A LEFE-T, HAMREEHEST
N5 L%&CoqTIEE ILTH5S, TN, Deep

SpecificationDIMEHR 1D E—H1=EEZ TLWY,

O =1, 7R S LTI RZE ISR (FNE, XFTED
NE-EHRELVIRAMIGEDEZZOoND)NTENIE. £
NTROYZDTITEL,

O ZOMEtk=F&E 1/, ETHDOEEGEI—KF (OcamI+CAd
VerlogDa—R) REREINEZ LB, ChbhE ., 2
TR IDEHEINI-TEE | EEZLHEHTESD,

O XkIZ. Deep Specification®Et-2&EHIL-7 009D
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Kami : &%



https://github.com/sifive/Kami

Kami Project

O Fy/ N0 KamiZad Ik &, RISC/NFY T DCoqTEM
nI=MMt#R 1M BRISC/VIFVT 1ZEKT 5, (IEFEIZIE,
RISC/VFv T MD/\—FiRik EEBluespeca—FEHEH
T DHY)

O ZCTIE,
https://github.com/sifive/Kami/tutorial.v D RNABZ§A
9 %,



https://github.com/sifive/Kami/tutorial.v%3Ffbclid=IwAR09-E2gjj0SMFXsjoKAIT1Tq0NKgb02QOf4NS7n4g__4l3P8fZ7najtsvw

producer & consumer
ZONEDA—ILDER

O FF . Z2DFPa—)L produceré consumer E&E9 3,
producer®>a—/)LIE, LY RF— "data" #Hb. TDIEZE
ZHdata [CERHAA T, TDEZNERITEET 5. EEERL
DRAEZ—DEIXEFH N, FLEMEERYERT,
consumerEY a—/)LIXZ (TR 1={EZ N EREET D,



Producer €2a—)LMDEZE

Module: producer

ﬂegister:”data"\

Variable:data

sendi
Write "data" <- #data + $1



Producer €21 —J)LDEE

Definition producer : =
MODULE {
Register "data" : Bit 32 (* type *) <- Default (* initial value *)

with Rule "produce" :=
Read data <- "data";
(* Explicit actions are required to read values of registers into
local variables. *)

Call (MethodSig "send" (Bit 32 (* parameter type *)): Void (*
return type*)) (#data) (* using [#] to read from variables *);

(* Note embedding of a type assumption for the function
being called, not just its name. *)

Write "data" <- #data + $1 (* using [$] for a literal expression
*);
Retv
.



consumer £ 21— )LDELE

Module: consumer

4 A

Variable:data extCall




consumer 2 a1—)LND=EIEE

(** For proof automation, it is recommended to register module
definitions to "ModuleDefs". *)

Hint Unfold producer : ModuleDefs.

(** Consumer only has one method, which takes the data sent by
Producer and calls an external function with the data. *)

Definition consumer : =
MODULE {
Method "send" (data: Bit 32): Void : =
Call (MethodSig "extCall" (Bit 32): Void) (#data);
Retv



producert>a—JLéconsumer > a1—JL

Module: producer Module: consumer
ﬂegister:”data"\ / \
Variable:data Variable:data extCall
........................... } FessssssssssssssssEssnsnnar
#data #data
s P P
sendf%

Write "data" <- #data + $1



TOOFEDI—ILDES

O KamiTld, ZDDEREED1—ILEFHEELT—DODEEE
Da—ILZERTES, CDOEE :E/:L—)l/"é
producerconsumerImpl &FEIES,

O ZO#EEZKamiTlE. RO LSIZRETES !

Definition producerconsumerImpl :=
(producer ++ consumer)%kami.

EDIEIRERID

anh

O ZhikBluespecEm/\—FKHxz 7Rk S
HATERLELDIZERS,




producert>a—JlLéconsumer E>a1—JL D
EEZHH A TproducerConsumerIlmpl#
£5

Definition producerConsumerImpl := (producer ++ consumer)%kami.

Module: producerconsumerImpl

/ﬂegister: ”data"\ / \\
Variable:data Variable:data extCall
. #data . #data

sendi
Write "data" <- #data + $1




producerconsumerSpec

O FNEIFHILIZ, BFEAICHEBICT —2 %&£ ETHED 21—
aRELT, %*L’E producerconsumerSpec &4 115,
ZDED—ILIZ, "Spec" TEHR1EWLS BTN DLNTLNSD
[Z3EELTIELLY,

O ZOR., cDIEE | producerconsumerImpl A%, ZDIM{t
% IproducerconsumerSpec MEZETHH_EN, CogL
TlEIFAITE M1 !

\l




producerConsumerImpl® 4%
producerConsumerSpecx &<

Module: producerconsumerSpec

ﬂegister: ”datzh

Variable:data extCall
:  #data
k N isesssssssssssEsssssnsnEs / Send
sendi%

Write "data" <- #data + $1



producerConsumerImpl® 4%
producerConsumerSpecx£<

Definition producerConsumerSpec :=

MODULE {
Register "data" : Bit 32 <- Default

with Rule "produce_consume" :=

Read data <- "data";
Call (MethodSig "extCall" (Bit 32): Void) (#data);

Write "data" <- #data + $1;
Retv



& producerConsumerImpll.
{t#kproducerConsumerSpec#
EELI-LONEFIVITH

RDEEEHAT S,

Theorem producer_consumer_refinement:
producerConsumerImpl <<== producerConsumerSpec.

Proof.

(RDR—L)
Qed.

SHALEATE D,



Theorem producer_consumer_refinement:

Theorem producer_consumer_refinement:
producerConsumerImpl <<== producerConsumerSpec.
Proof.
kinline_left implInlined.
(* Inlining: replace internal function calls in [impl]. *)

kdecompose_nodefs producer_consumer_regMap
producer_consumer_ruleMap.

(* Decomposition: consider all steps [impl] could take, requiring
that each be matched appropriately in [spec]. *)

kinvert.

(* Inversion on the took-a-step hypothesis, to produce one new
subgoal per [impl] rule, etc. *)

kinv_magic_light.

(* We have only one case for this example (for the one rule), and
it's easy. *)
Qed.



