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Lorenz SZ42

The Lorenz SZ machines had 12
wheels each with a different
number of cams (or "pins").

https://en.wikipedia.org/wiki/Lorenz cipher
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HZA Purplefg&

Type B Cipher Machine", codenamed Purple by the United States,
was a encryption machine used by the Japanese Foreign Office
from February 1939 to the end of World War II.

https://en.wikipedia.org/wiki/Type B Cipher Machine
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Ron Rivest, Adi Shamir, Leonard Adleman
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1970-1974 Ellis-Cocks-Williamson

In 1970, James H. Ellis, a British cryptographer at the

UK Government Communications Headquarters(GCHQ),
conceived of the possibility of "non-secret encryption", (now
called public key cryptography), but could see no way to
implement it.[21 In 1973, his colleague Clifford

Cocks implemented what has become known as the RSA
encryption algorithm, giving a practical method of "non-
secret encryption”, and in 1974, another GCHQ
mathematician and cryptographer, Malcolm J. Williamson,
developed what is now known as Diffie-Hellman key
exchange. The scheme was also passed to the

USA's National Security Agency.[191 With a military focus and
low computing power, the power of public key cryptography
was unrealised in both organisations:

https://en.wikipedia.org/wiki/Public-key cryptography
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GCHQ pioneers on birth of public key

crypto

Two men who played a role in developing public key
cryptography, Clifford Cocks and Ralph Benjamin, talk to
ZDNet UK about the invention of the important encryption
technique

Public key cryptography is widely used to secure online
transactions. The maths behind the technology was invented
by UK Government Communications Headquarters scientists
in the late 1960s and early 1970s.

The discovery was kept secret to avoid revealing how closely
Government Communications Headquarters (GCHQ) was
working with the US National Security Agency (NSA) at the
time. The breakthrough by GCHQ scientists James Ellis,
Clifford Cocks and Matthew Williamson only came to light in
1997, when their work was declassified.

https://zd.net/2wwmaAl
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Hamilton cycle
Steiner tree
Graph 3-coloring
Satisfiability
Maximum clique

Matrix permanent
Halting problem

Factoring
Graph isomorphism

Graph connectivity
Primality testing

Matrix determinant
Linear programming
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If computers that you build are quantum,

Then spies everywhere will all want ‘em.

Our codes will all fail,

And they’ll read our email,

Till we get crypto that’s quantum, and daunt ‘em.

— Jennifer and Peter Shor



EFIVE1—2RBEDORHEHESDRFEL

EERMDILANY

F=1=. Shor@7 LAY X LERTIHEFIAVEA—2DERIL,
LR ORI TIE, BHTHEZE=o71=,

CHL T, B &I, ShorD 7 LT X LHRE DEE ST~
DI BEDEEITIFGENEWSIREG R, TLALLHERNT=,

M IREIZESDE. Shord7IILTYX LZERT, IREFIAH
SN TWAIEEIEZFRAS SR EFIAVE 2 —2(E, WEEFETEL
fd:ll\o



To read our E-mail, how mean

of the spies and their gquantum machine;
be comforted though,

they do not yet know

how to factorize twelve or fifteen.

— Volker Strassen
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I estimate a 1/7 chance of breaking RSA-2048 by
2026 and a 1/2 chance by 2031.

-- Michele Mosca



Unfortunately, the growth of elliptic curve use has
bumped up against the fact of continued progress
in the research on quantum computing, which has
made it clear that elliptic curve cryptography is
not the long term solution many once hoped it
would be. Thus, we have been obligated to
update our strategy.

-- NSA
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Google achieving quantum computing is a huge deal. It
means, among many other things, that no code is
uncrackable.
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Google reportedly attains 'quantum supremacy'
Its quantum computer can solve tasks that are otherwise unsolvable, a report
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NIST IR 8413 -- 20224

After three rounds of evaluation and analysis, NIST has
selected the first algorithms it will standardize as a result of
the PQC Standardization Process.

® The public-key encapsulation mechanism (KEM) that will
be standardized is CRYSTALS-KYBER.

® The digital signatures that will be standardized are
CRYSTALS-Dilithium, FALCON, and SPHINCS+. While
there are multiple signature algorithms selected, NIST
recommends CRYSTALS-Dilithium as the primary
algorithm to be implemented.

In addition, four of the alternate KEM candidate algorithms
will advance to a fourth round of evaluation: BIKE, Classic
McEliece, HQC, and SIKE. These candidates will be
considered for future standardization at the conclusion of the
fourth round.
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Basic properties of BQP
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BQP (Bounded-Error Quantum Polynomial-Time): The class
of problems solvable efficiently by a quantum computer,
defined by Bernstein and Vazirani in 1993

Shor 1994: Factoring integers is in BQP

NP
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One way function~®
Lattice problem® FI|




Generating Hard Instances

of Lattice Problems

M. Ajtai, Generating Hard Instances of Lattice
Problems, Proceedings 28th Annual ACM Symposium
on Theory of Computing, 1996

https://dl.acm.org/doi/pdf/10.1145/237814.237838




Miklds Ajtai

Knuth Prize (2003)

https://en.wikipedia.org/wiki/Mikl%C3%B3s_Ajtai



A Public-Key Cryptosystem with

Worst-Case/Average-Case Equivalence

M. Ajtai, C. Dwork, A Public-Key Cryptosystem with
Average-Case/Worst-Case Equivalence, Electrom”c
Colloguium on Computational Complexity TR96-065,

https://dl.acm.org/doi/pdf/10.1145/258533.258604



https://dl.acm.org/doi/pdf/10.1145/258533.258604

Cynthia Dwork

Dijkstra Prize (2007)
GoOdel Prize (2017)
Knuth Prize (2020)

https://en.wikipedia.org/wiki/Cynthia Dwork



https://en.wikipedia.org/wiki/Cynthia_Dwork
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NTRU: A Ring-Based Public Key

Cryptosystem

Jerey Hostein, Jill Pipher, Joseph H. Silverman
NTRU: A Ring-Based Public Key Cryptosystem

https://citeseerx.ist.psu.edu/viewdoc/download?doi=
10.1.1.25.8422&rep=repl&type=pdf



https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.25.8422&rep=rep1&type=pdf

Jill Pipher

president of the
American Mathematical Society

https://en.wikipedia.org/wiki/Jill_Pipher



Public-key cryptosystems from lattice

reduction problems

Goldreich, Oded,; Goldwasser, Shafi; Halevi, Shai
(1997). "Public-key cryptosystems from lattice
reduction problems"”. CRYPTO '97: Proceedings of the

17th Annual International Cryptology Conference on
Advances in Cryptology. London: Springer-Verlag.
pp. 112-131.

https://www.wisdom.weizmann.ac.il/~oded/PSX/pkcs
-pdf



https://www.wisdom.weizmann.ac.il/~oded/PSX/pkcs.pdf

Shafi Goldwasser

Godel Prize (1993, 2001)
Turing Award (2012)

https://en.wikipedia.org/wiki/Shafi Goldwasser



https://en.wikipedia.org/wiki/Shafi_Goldwasser

Learning with errors




On lattices, learning with errors, random

linear codes, and cryptography

Oded Regev, "On lattices, learning with errors,
random linear codes, and cryptography,” in
Proceedings of the thirty-seventh annual ACM
symposium on Theory of computing (Baltimore, MD,
USA: ACM, 2005)

https://dl.acm.org/doi/10.1145/1060590.1060603



https://dl.acm.org/doi/10.1145/1060590.1060603

Oded Regev

Godel Prize (2018)

https://en.wikipedia.org/wiki/Oded_Regev_(computer_scientist)



GOdel Prize (2018)

Regev’s work has ushered in a revolution in
cryptography, in both theory and practice. On the
theoretical side, LWE has served as a simple and yet
amazingly versatile foundation for nearly every kind
of cryptographic object imaginable—along with many
that were unimaginable until recently, and which still
have no known constructions without LWE. Toward
the practical end, LWE and its direct descendants are
at the heart of several efficient real-world
cryptosystems.



NIST IR 8413 TOD ¥

NIST IR 8413 Third Round Status Report

Table 4. Algorithms to be Standardized

Public-Key Encryption/KEMs Digital Signatures
CRYSTALS-KYBER | CRYSTALS-Dilithium |
FALCON
SPHINCS™




Homomorphic encryption




Fully homomorphic encryption

using ideal lattices

Craig Gentry. Fully Homomorphic Encryption Using
Ideal Lattices. In the 41st ACM Symposium on Theory
of Computing (STOC), 2009.

https://dl.acm.org/doi/10.1145/1536414.1536440



https://dl.acm.org/doi/10.1145/1536414.1536440

Craig Gentry

https://en.wikipedia.org/wiki/Craig Gentry (computer scientist)



https://en.wikipedia.org/wiki/Craig_Gentry_(computer_scientist)
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® Shortest vector problem (SVP)
® Closest vector problem (CVP)
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