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When exhaustive testing is impossible —i.e.,
almost always— our trust can only be based on
proof (be it mechanized or not).

-- Dijkstra



Given the proof, deriving a program justified by it,
Is much easier than, given the program,
constructing a proof justifying it.

-- Dijkstra
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Boeing’s 737 Max Software Outsourced to
$9-an-Hour Engineers

0 In offices across from Seattle’s Boeing Field, recent
college graduates employed by the Indian software
developer HCL Technologies Ltd. occupied several
rows of desks, said Mark Rabin, a former Boeing
software engineer who worked in a flight-test
group that supported the Max.

O The coders from HCL were typically designing to
specifications set by Boeing. Still, Vit was
controversial because it was far less efficient than
Boeing engineers just writing the code,” Rabin said.
Frequently, he recalled, “it took many rounds going
back and forth because the code was not done
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€he New Pork Times

The Stock Market Bell Rings,
Computers Fail, Wall Street Cringes
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Formalizing distributed systems

S& timeouts 1934 state
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Kubernetes Failure Stories

A compiled list of links to public failure stories related to Kubernetes. Most recent publications on top.

e How a simple admission webhook lead to a cluster outage - Jetstack - blog post 2019

o involved: ValidatingWebhookConfiguration, GKE node auto-repair
o impact: prolonged downtime of non-prod environment, nodes lost, failed master upgrade
e Post Mortem: Kubernetes Node OOM - Blue Matador - blog post 2019

o involved: AWS, SystemOOM, EBS, fluentd-sumologic, no resource requests/limits
o impact: unknown, Pods killed

e Kubernetes' dirty endpoint secret and Ingress - Ravelin - blog post 2019

o involved: GKE, Ingress, replication controller, SIGTERM, "graceful shutdown"
o impact: occasional 502 errors

e How a Production Outage Was Caused Using Kubernetes Pod Priorities - Grafana Labs 2019

o involved: Pod priorities
o impact: cascading Pod evictions

e Moving to Kubernetes: the Bad and the Ugly - Xing - ContainerDays EU 2019

o involved: nginx Ingress, network interrupts, conntrack, frozen CronJob, PLEG, stuck controllers
o impact: lost requests, response time jumps, not ready nodes

e Kubernetes Failure Stories, or: How to Crash Your Cluster - Zalando - ContainerDays EU 2019

https://k8s.af/



https://k8s.af/

IN—FD T T EF



N—FOIT7HFEORBRREERXFIE

O VI 97 DORFELEITTEIN—FD2T7OREL. KIFE
1E-EH L EATLNS,

O CPUDERETTIE. EMEDBIERIGL SL— a3 A gETZ AN,
BERBREYMTHAHCPUFYTIZRLT, ZorAILD L5745
RFEEKIIENDDITTITELY,

O SEOT—ITHAAFEIEL, N—F2z7DELVEF
%1%‘ET%¥E>1&L’C N—FOI7 DRAETIEXERELRENZE
RIEELTOT, I TICBESKALLN TS ERELNTET-,

O =12, EEEIL. T LEFI TN T=&S=, RISCVFVYT D
R, IO TREICHEAMFETITOZEIZERIILI=F /N
FlE. RO FHIZFE-TLNS,




FuNS DR

O oDz 7ICB9 5BRBRULNEVLIREIZESTIE. CODE
BEPN—F Oz 7L TITH->TOWARRAEELSED
M. W=BECATHIBESN-EDEEWNSZEICELZEIZHS
=55,

O ZCTORKXAEENSDIE, BHERIZIE, ETILDOFIVD
EFREBEDEBRRICE DN =ED T, RS IFBARIIIKEE
TEHNERIZETEIND,

O RAHEEIE. DIV AT LD (LB INSTEa R—R Uk,
BlIZIX, 0ty DFEF/NMNMIEI=yMNIEFRLTIVS, iE
MM, FEVNIRBEEDEET7IILT) A LTSI,
TNER., RHENEENZVNELTHIDELS. CNoDELXD
HRIT. AT LE2AOTFERICIFHAAENLL, |

http://bit.ly/2MbSdin



http://bit.ly/2MbSdin

Spectret:Meltdown

O MOTEHREIE. EFEEFEREIZIE> TS, Spectre®
Meltdown&bvof= CPU7 —FTOFvy—Rat BIAD Mgz
DLHEIZX T D, CPUDFRANGEHEEZEZZHAEEEGE
REE-TLVS,

=

Spectre Meltdown




BRI E T ESpectre

O IREDIZFEAELTOHCPUILIRH#A3E1T Speculative
execution |Z Y R—krL TS, BHERZEITIE, FHHED
AR SICHE &, FEHEDEENIEDLLIDZEF-FIZ. =D
DA EL DI F vyl 2 ECEFEHLTETT 5. FHDE
EhRH-T. ELoDRIEMRIRSNDADMETEL-FFa
T.— ALY 10X vyl 20 EHENAERASh. — A
DINFFThIDF vy 2DOREITERINS,

OO0 Spectreld., vy a bIC—F 8. by T &8T5
MFTVIEINT (CHERET BRI EEFIAT S, chETOCPU
DIREEITIE., SOL=tEX )T LDIRIUDEFEET HE
MEESINTE-DT=,




'WHAT THE F*CK IS GOING ON?' Linus
Torvalds explodes at Intel spinning
Spectre fix as a security feature

Patches slammed as ‘complete and utter garbage'
as Chipzilla U-turns on microcode

By Thomas Claburn and Kat Hall 22 Jan 2018 at 21:58 244() SHARE Y

http://bit.ly/2IRIWKI ™



http://bit.ly/2lRIwKI

[ZFnldEskTd, /NT TlE-- ]

0 BEE(X. SpectrelZ® 51T ILD/\NF%H, BLWVEZET
JEEHT D1 R,
HORYZFBIESTHICIE. BADITERDOI—Y. [FhiZ
NI TREBYER A THRTT . JZBNEEIELLY,

O FBE, AOTILHRELIz/ N FIE, COFRBHETOLREE
Z[/\J 1T, TF 2 T1— D% Security
feature ]S, 7730 TCOMFHUZEFESIC LB (BL\E
Ly ) BN EETESELI-RD o5,




[ERIFHETT AT TIE -

O /. CPUD M REZX TR RIE T BT DEEMNFITLTILNT,
FNMESVSEMERZE OO DXTFUELI-EEEA T T4
FEot=&lvoC &,

O f=1=. =ik, CPUZERETT A R 1N ERICIEITEELEELD
Tl FOEHEE-ZEEDOTFvINFTF o ETHhNTLY
HWCEEZEK®RT B, FNTIE. CPU7—FTIFv—BAD
BOMsE~NDE (T btHYS5Z ) ZE, FERIZE
FSMEDQ LN T BLHIELTES,

O #I13%, RISCVFY T DR TRIILT=. CPUBIRETOI XA
FRIOBEAISERLTLS, BOTODHIMDWTIE, 5B

B—C%D” Té\




Spectre / Meltdown Paper
Google Project Zero

[0 Spectre Attacks: Exploiting Speculative

Execution
https://spectreattack.com/spectre.pdf

[0 Meltdown: Reading Kernel Memory from User
Space
https://meltdownattack.com/meltdown.pdf

[0 Google Project Zero
https://googleprojectzero.blogspot.com/
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[0 Formal Model-Based Design & Manufacture: --
A Template for Managing Complexity in
Large-Scale Cyber-Physical Systems"
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)Y F-35 Joint Strike Fighter (2001)

F-35A F.358  F-35C
Length (ft.) 505 505 508

Wingspan (ft.) 35 35 43
Weight (Ib.) 26,500 30,697 30618
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11371y  Structural & software complexity
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Historical Cost Growth (unadusted for rflation)

Aerospace Systems (1960-present)| 8-12%/yr
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outhi drones attacked the world's largest oil processing facility in Saudi Arabiaand a
ajor oilfield operated by Saudi Aramco early on Saturday, sparking a huge fire ata
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“Latency as an Effect”

“Principles of Reactive Programming”
Coursera lecture by Erik Meijer

https://class.coursera.org/reactive-
001/lecture/51
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CPULETOALIERFE

execute typical instruction

1/1,000,000,000 sec = 1 nanosec

fetch from L1 cache memory 0.5 nanosec
branch misprediction 5 nanosec
fetch from L2 cache memory 7 nanosec
Mutex lock/unlock 25 nanosec
fetch from main memory 100 nanosec
send 2K bytes over 1Gbps network 20,000 nanosec
read 1MB sequentially from memory 250,000 nanosec
fetch from new disk location (seek) 8,000,000 nanosec
read 1MB sequentially from disk 20,000,000 nanosec

send packet US to Europe and back

150 milliseconds = 150,000,000 nanosec

http://norvig.com/21-days.html#answers
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val socket = Socket()
val packet = socket.readFromMemory()
/] ZdDsocketii T DERTEEA_EIE?
/] BN FEELLGZOEFIZIX, ROLEA
val confirmation = socket.sendToEurope(packet)
// ZD send i DERTEELH_&IE?
/] BN FEELLGZOEFIZIX, ROLEA
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val socket = Socket()

val packet = socket.readFromMemory()

// 50,000 +/#70v99 %

/] BN FEELLGZOEFIZIX, ROLEA

val confirmation = socket.sendToEurope(packet)
// 150,000,000 +/#270v99 %

/] BN FEELLGZOEFIZIX, ROLEA
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execute typical instruction 1 second
fetch from L1 cache memory 0.5 seconds
branch misprediction 5 seconds
fetch from L2 cache memory 7 seconds
Mutex lock/unlock % minute
fetch from main memory 1% minutes
send 2K bytes over 1Gbps network 5% hours
read 1MB sequentially from memory 3 days
fetch from new disk location (seek) 13 weeks
read 1MB sequentially from disk 6% months
send packet US to Europe and back 5 years
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1 j_/i ;E 1 * T’tlu\jt l

execute typical instruction 1 second
fetch from L1 cache memory 0.5 seconds
branch misprediction 5 seconds
fetch from L2 cache memory 7 seconds
Mutex lock/unlock % minute
send 2K bytes over 1Gbps network 5% hours
read 1MB sequentially from memory 3 days
fetch from new disk location (seek) 13 weeks
read 1MB sequentially from disk 6% months
send packet US to Europe and back 5 years

BA Ly T I EABDORBIZIETHbHITTIEAEL,
HEBORIZEIAN LTy TIEH D !



DAV E LTI DHELEDAAN LFvyT
1 j_/$ ;E 1 * f’tlu\jt

execute typical instruction 1 second
fetch from L1 cache memory 0.5 seconds
branch misprediction 5 seconds
fetch from L2 cache memory 7 seconds

fetch from main memory 1% minutes
send 2K bytes over 1Gbps network 5% hours
read 1MB sequentially from memory 3 days
fetch from new disk location (seek) 13 weeks
read 1MB sequentially from disk 6% months
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val socket = Socket()
val packet = socket.readFromMemory()
// 3BE70v99 %
/] BN FEELLGZOEFIZIX, ROLEA
val confirmation = socket.sendToEurope(packet)
// SER7AvIT5
/] BN FEELLGZOEFIZIX, ROLEA




12 months to walk coast-to-coast

3 months to swim across the Atlantic
3 months to swim back
12 months to walk back
> <\

Humans are twice as fast as computers!
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Csmith ABLMILI=E2D

[0 “"We created a tool that generates random C
programs, and then spent two and a half years
using it to find compiler bugs. So far, we have
reported more than 325 previously unknown bugs
to compiler developers. Moreover, every compiler
that we tested has been found to crash and also to
silently generate wrong code when presented with
valid inputs. (PLDI 2011)"

“Finding and Understanding Bugs in C Compilers”

http://www.cs.utah.edu/~regehr/papers/pldill-preprint.pdf



http://www.cs.utah.edu/~regehr/papers/pldi11-preprint.pdf
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“Finding and Understanding Bugs
in C Compilers”

Xuejun Yang, Yang Chen, Eric Eide, John Regehr
20114

http://www.cs.utah.edu/~regehr/papers/pldill-
preprint.pdf
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Finding and Understanding Bugs in C Compilers

Xuejun Yang

Yang Chen

Eric Eide  John Regehr

University of Utah, School of Computing
{jxyang, chenyang, eeide, regehr }@cs.utah.edu

Abstract

Compilers should be correct. To improve the quality of C compilers,
we created Csmith, a randomized test-case generation tool, and
spent three years using it to find compiler bugs. During this period
we reported more than 325 previously unknown bugs to compiler
developers. Every compiler we tested was found to crash and also
to silently generate wrong code when presented with valid input.
In this paper we present our compiler-testing tool and the results
of our bug-hunting study. Our first contribution is to advance the
state of the art in compiler testing. Unlike previous tools, Csmith
generates programs that cover a large subset of C while avoiding the
undefined and unspecified behaviors that would destroy its ability
to automatically find wrong-code bugs. Our second contribution is a
collection of qualitative and quantitative results about the bugs we
have found in open-source C compilers.

Categories and Subject Descriptors D.2.5 [Software Engineer-
ing]: Testing and Debugging—testing tools; D.3.2 [Programming
Languages]: Language Classifications—C; D.3.4 [Programming
Languages): Processors—compilers

1  int foo (void) {

2 signed char x = 1;

3 unsigned char y = 255;
4 return x > y;

5 '}

Figure 1. We found a bug in the version of GCC that shipped with
Ubuntu Linux 8.04.1 for x86. At all optimization levels it compiles
this function to return 1; the correct result is 0. The Ubuntu compiler
was heavily patched; the base version of GCC did not have this bug.

We created Csmith, a randomized test-case generator that sup-
ports compiler bug-hunting using differential testing. Csmith gen-
erates a C program; a test harness then compiles the program us-
ing several compilers, runs the executables, and compares the out-
puts. Although this compiler-testing approach has been used be-
fore [6, 16, 23], Csmith’s test-generation techniques substantially
advance the state of the art by generating random programs that
are expressive—containing complex code using many C language

L - 1 -1 a) &




CompCert
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O CompCert 7Dz OME SR aVN\AILOBEICK T
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http://compcert.inria.fr/motivations.html
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CompCert
Semantic preservation theorem:

CompCertlZ2W\ T, FH &L, CoqiFAXiE AT LDBITE
BYT. ROEHEZIALT=,

ETNY—RITOGSLSEAVINS—HERLI=a—FCIZ®L
T AINATF—Y—ZASITEASN T, AL T5—%F

EIHCEFA—FCEFERMT HDLL, COEREA[ELIRD 5
LM, SORIEELGERBIRIBELIRAEZLND—DThH S,

C a2 /\15— CompCertld. ZCOZEFREFT 5,

http://compcert.inria.fr/motivations.html
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S DIFHIXTHOCompCertd T

[0 The striking thing about our CompCert results is
that the middleend bugs we found in all other
compilers are absent. As of early 2011, the under-
development version of CompCert is the only
compiler we have tested for which Csmith cannot
find wrong-code errors. This is not for lack of
trying: we have devoted about six CPU-years to
the task. The apparent unbreakability of CompCert
supports a strong argument that developing
compiler optimizations within a proof framework,
where safety checks are explicit and machine-
checked, has tangible benefits for compiler

~users. (PLDI 2011)
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2019 CWE Top 25
Most Dangerous Software Errors

https://cwe.mitre.org/top25/archive/2019/2019 c
we top25.html
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Common Weakness Enumeration
Introduction

The Common Weakness Enumeration (CWE™) Top 25
Most Dangerous Software Errors (CWE Top 25) is a
demonstrative list of the most widespread and critical
weaknesses that can lead to serious vulnerabilities in
software. These weaknesses are often easy to find
and exploit. They are dangerous because they will
frequently allow adversaries to completely take over
execution of software, steal data, or prevent the
software from working. The CWE Top 25 is a
community resource that can be used by software
developers, software testers, software customers,
software project managers, security researchers, and

educators to provide insight into some of the most

prevalent security threats in the software industry.



Below is a brief listing of the weaknesses in the 2019 CWE Top 25, including the overall score of each.

| Rank || ID || Name || Score |
| [1] “ CWE-119 ||Improper Restriction of Operations within the Bounds of a Memory Buffer “ 75.56 |
| [2] || CWE-79 ||Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') || 45.69 |
| [3] || CWE-20 ||Improper Input Validation H 43.61 |
| [4] H CWE-200 ||Information Exposure H 32.12 |
| [5]1 || CWE-125 |Out-of-bounds Read | 26.53 |
| [6] || CWE-89 ||Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') || 24.54 |
| [71 || CWE-416 |Use After Free | 17.94 |
| [8] || CWE-190 ||Integer Overflow or Wraparound || 17.35 |
| [9]1 || CWE-352 |Cross-Site Request Forgery (CSRF) | 15.54 |
| [10] H CWE-22 ||Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') H 14.10 |
[11] CWE-78 In'!pro.per Neutralization of Special Elements used in an OS Command (‘OS Command 11.47
= ||Injection')
| [12] | CWE-787 |Out-of-bounds Write | 11.08 |
| [13] | CWE-287 |Improper Authentication | 10.78 |
| [14] || CWE-476 |NULL Pointer Dereference | 9.74 |
| [15] H CWE-732 HIncorrect Permission Assignment for Critical Resource || 6.33 |
| [16] “ CWE-434 “Unrestricted Upload of File with Dangerous Type || 5.50 |
| [17] H CWE-611 HImproper Restriction of XML External Entity Reference || 5.48 |
| [18] H CWE-94 HImproper Control of Generation of Code (‘Code Injection') || 5.36 |
| [19] || CWE-798 |Use of Hard-coded Credentials | s5.12 |
| [20] “ CWE-400 HUncontroIIed Resource Consumption || 5.04 |
| [21] H CWE-772 HMissing Release of Resource after Effective Lifetime || 5.04 |
| [22] H CWE-426 HUntrusted Search Path || 4.40 |
| [23] || CWE-502 |Deserialization of Untrusted Data | 4.30 |
| [24] H CWE-269 HImproper Privilege Management || 4.23 |
| [25] H CWE-295 HImproper Certificate Validation || 4.06 |




CWE-119: Improper Restriction of

Operations within the Bounds of a Memory
Buffer

void host_lookup(char *user_supplied_addr){
struct hostent *hp;

in_addr_t *addr;
char hostname[64];
in_addr_t inet_addr(const char *cp);

/*routine that ensures user_supplied_addr is in the right format for conversion */

validate_addr_form(user_supplied_addr);
addr = inet_addr(user_supplied_addr);

hp = gethostbyaddr( addr, sizeof(struct in_addr), AF_INET);
strcpy(hostname, hp->h_name);
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“Coming Soon: Machine-Checked Mathematical Proofs
in Everyday Software and Hardware Developme”

[ | i

Adam Chlipala http://bit.ly/2GppRxe
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I
CERTIKOS

The CertiKOS project aims to develop a novel and
practical programming infrastructure for constructing
large-scale certified system software. By combining
recent advances in programming languages,
operating systems, and formal methods, we hope to
attack the following research questions: (1) what OS
kernel structure can offer the best support for
extensibility, security, and resilience? (2) which
semantic models and program logics can best capture
these abstractions? (3) what are the right
programming languages and environments for
developing such certified kernels? and (4) how to

development really scale?

CertiKOS '
http://certikos.org



http://certikos.org/

Verified

Verified Software Toolchain(g) Software
http://vst.cs.princeton.edu/ Toolchain

[0 The Verified Software Toolchain is a toolchain for
verifying C code inside the Coq proof assistant, in a
higher-order concurrent, impredicative separation
logic ("Verifiable C") that is provably sound
w.r.t.~the Clight operational semantics of
CompCert. Current work is focused on enhancing
automation support ("Floyd"), particularly for well-
synchronized concurrent programs executing on
processors with weakly cache-coherent memory
models, formally connecting the VST to other
DeepSpec components (CertiKOS, CertiCoq,
Vellum), and verifying high-assurance application

delivery systems and cryptographic libraries.


http://vst.cs.princeton.edu/

Kami
http://plv.csail.mit.edu/kami/

[0 We have been developing a candidate official
formal specification for RISC-V, which stands a
good shot at being ratified soon as such by the
RISC-V Foundation. The spec now includes virtual
memory and is able to pass all the official RISC-V
machine-code tests that aren't marked as specific
to particular extensions. We should be able to boot
Linux on the specification soon, running as a
simulator.



http://plv.csail.mit.edu/kami/

Deep Spec7A oz I+DZED/MDI D

[0 DeepSpec Web Server
http://bit.ly/2kHxvM6
OO0 Cryptography
https://deepspec.org/entry/Project/Cryptography
[0 Haskell CoreSpec
http://bit.ly/2kHgFpW
0 QuickChick
https://github.com/QuickChick
[0 Vellvim
http://www.cis.upenn.edu/~stevez/vellvm/
[1 CertiCoq
| 1/ . 1/ v . (



http://bit.ly/2kHxvM6
https://deepspec.org/entry/Project/Cryptography
http://bit.ly/2kHqFpW
https://github.com/QuickChick
http://www.cis.upenn.edu/~stevez/vellvm/
https://www.cs.princeton.edu/~appel/certicoq/

Deep Specification Network
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Kami

A Platform for High-Level Parametric Hardware
Specification and its Modular Verification

formal specification for RISC-V

http://plv.csail.mit.edu/kami/



http://plv.csail.mit.edu/kami/

Overview

[0 Kami is a Cog framework to support implementing,
specifying, verifying, and compiling Bluespec-style
hardware components with high developer
productivity. The core of the approach is modular
proofs of hardware components. We aim for
specifications and proofs that mirror the modular
decomposition of a large hardware system into
simpler parts. We also intend to support techniques
for machine-checked correctness proofs of key
synthesis algorithms that translate high-level
hardware designs into low-level circuit descriptions.



https://coq.inria.fr/
http://wiki.bluespec.com/
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https://github.com/mit-plv/riscv-semantics

O KIEF-. SOtz CoqglZEHL 1=,
https://github.com/mit-plv/riscv-cog



https://riscv.org/specifications/
https://github.com/daniellustig/riscv-memory-model
https://github.com/mit-plv/riscv-semantics
https://github.com/mit-plv/riscv-coq
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Kami: A Cog Framework to Support
Implementing and Verifying Bluespec-
style Hardware Components

Adam Chlipala et al.
20174

http://adam.chlipala.net/papers/KamilCFP17/Kam
iICFP17.pdf
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Definition example := MODULE {
Register "x1" : Bit 32 <- 0
Register "x2" : Bit 32 <- 1
Register "x3" : Bit 32 <- 2
Register "x4" : Bit 32 <- 3
with Rule "r1" :=
Read v <- "x2";
Assert (#v mod 2 == 0);
Write "x1" <- #v + $1;
Retv

with Rule "r2" :=
Read v <- "x1";
Assert (#v mod 2 == 1);
Write "x2" <- #v + $1;
Retv

with Rule "r3" :=
Read v <- "x1";
Assert (#v mod 2 == 0);
Write "x3" <- #v + $1;
Retv

with Rule "r4" :=
Read v <- "x4";
Assert (#v mod 2 == 1);
Write "x4" <- #v + $1;

Retv

with Method "f1"(a:
Read v <- "x1";
Assert (#v mod 2
Write "x1" <- #a;
Retv

with Method "f2"(_:
Read v <- "x1";
Return #v

Bit 32): Unit :

= 1);

Unit): Bit 32 :

fi.g

fi.arg

fi.en

fa-9

fo.ret

fi.9
fi T4.9 T4.€N
T
2 Gma—1) 3.9 r3.en
frzi.en r2.9 ro.en
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Kami | Bluespec
PCaverage | 0.21 1.00
Clock Frequency (MHz) | 142.86 31.25
#LUTs per core 3,061 2,184
#FFs per core 1,545 3,440

Fig. 15. RISC-V cores in Kami and Bluespec

Single-threaded IPC
Euclid’s GCD 0.23
Factorial 0.22
Bubble Sort 0.25
Towers of Hanoi 0.18

Multi-threaded IPC
Shared Counter (Dekker’s) 0.19
Shared Counter (Peterson’s) 0.20
Parallel Matrix Multiply 0.20
Concurrent Bank Transactions | 0.18

Fig. 16. Performance on Kami-based multiprocessor



CONCLUSION AND FUTURE WORK

We have developed a fairly complete infrastructure to design,
verify, and synthesize hardware systems. We have designed
and verified a multiprocessor system containing RISC-V
cores connected to a fairly complicated memory system with
coherent caches. While we have started developing verified
RISC-V components, we plan to scale up the realism level by
designing more complex processor optimizations (such as
superscalar, out-of-order execution) verified to adhere to
the simple instantaneous-processor specification. We plan to
implement a verified compiler in Coqg to translate Kami
modules directly into hardware netlists. Another fruitful
extension of Kami would be to support proof of liveness
properties like deadlock freedom.

~ http://adam.chlipala.net/papers/KamilCFP17/KamilCFP17.pdf
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Verdi
Formally Verifying Distributed Systems

https://verdi.uwplse.org/



https://verdi.uwplse.org/

Verdi
Formally Verifying Distributed Systems

Distributed systems are hard to get right in large part
because they must tolerate faults gracefully:
machines may crash and the network may drop,
reorder, or duplicate packets. Verdi is a framework
from the University of Washington to implement and
formally verify distributed systems. Verdi supports
several different fault models ranging from idealistic
to realistic. Verdi's verified system

transformers (VSTs) encapsulate common fault
tolerance techniques. Developers can verify an
application in an idealized fault model, and then apply
a VST to obtain an application that is guaranteed to

have analogous properties in a more adversarial

environment. https://verdi.uwplse.org/



https://verdi.uwplse.org/

Verifying Distributed
Systems

Zachary Tatlock
Coq Workshop 2018

https://cogworkshop2018.inria.fr/files/2018/08/180708-cog-workshop.pdf

posatenscioo WRPLSE &8



https://coqworkshop2018.inria.fr/files/2018/08/180708-coq-workshop.pdf

How distributed systems fall

Challenges
concurrency

message drops

message dups
message reorder
machine crash
machine reboot
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How distributed systems fall
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Too many possible behaviors to effectively test!



How distributed systems falil

When exhaustive testing is
impossible, our trust can only

% | Dbe based on proof.
’ I Edsger W. Dijkstra
— Under the Spell of Leibniz's Dream
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Toward verified distributed systems

Formalize network semantics é {

capture how faults can occur

Separate app / fault reasoning

develop and prove in simple fault model

apply generic verified fault handling

®)-¥ wmp H



Example: veritying Raft in Verd

critical components
<~ must not fail




Replication for fault tolerance

a__f

— |8
available if n/2 g %

nodes are up




Replication correctness

~ &

linearizabilit

)

e_ /P

/A e

cluster looks like a single node
(state machine) to clients




Proving Raft in Verdi

B=ASR (&)

R ?i



First formal verification of Raft

50k lines of Coq
18 person-months
Considerable pizza and beer



2. Network semantics

}state of the world

(P,%,T)

packets in ﬂlght /\ rh/\lstory of client /O

data @ nodes

(P2, T) ~ (P,%,T")

Good old small step operational semantics.




-xample rule: message delivery

run handler
on message

=V,

get response

\'4

H,et(dst, X[dst], sre, m)=(o', o, P')

¥ =X[dst — o]

({(sre, dst, m)} WP, ¥, T)~ (PWP', X, T++ (0))

AN

If this message is
in the network

resulting new
global state




2. Network semantics

H,o (dst, X[dst], src, m)=(d', o, P’) ¥ =Xdst — o]

DELIVER

({(src, dst, m)}W P, X, T)~ (PWP, X T ++ (0))

peP

(P, X, T)~ (PW{p}, X, T)

DUPLICATE

{ptw P, X, T)~ (P, X, T)

Himi(n, X[n]) = (o', o, P") Y= Ynw o]

DRropP

(P, S, T)~ (PWP, Y, T++ (tmt, o))

TIMEOUT




An Empirical Study on the Correctness of
Formally Verified Distributed Systems

Pedro Fonseca  Kaiyuan Zhang

Xi Wang  Arvind Krishnamurthy

University of Washington
{pfonseca, kaiyuanz, xi, arvind}@cs.washington.edu

Abstract

Recent advances in formal verification techniques enabled
the implementation of distributed systems with machine-
checked proofs. While results are encouraging, the impor-
tance of distributed systems warrants a large scale evaluation
of the results and verification practices.

This paper thoroughly analyzes three state-of-the-art, for-
mally verified implementations of distributed systems: Iron-
Fleet, Verdi, and Chapar. Through code review and testing,
we found a total of 16 bugs, many of which produce serious
consequences, including crashing servers, returning incor-
rect results to clients, and invalidating verification guaran-
tees. These bugs were caused by violations of a wide-range
of assumptions on which the verified components relied. Our

Developer

Specification

t

Verified distributed
system code

Shim layer

oS

Verifier (core)

Figure 1: An overview of the workflow to verify a distributed
system implementation.

https://www.cs.purdue.edu/homes/pfonseca/papers/eurosys2017-dsbugs.pdf
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InteractionTree
Basis for DeepSpec Web Server

https://github.com/DeepSpec/Interac
tionTrees



https://github.com/DeepSpec/InteractionTrees

DeepSpec Web Server

We aim to build a verified web server

server

https://deepspec.org/entry/Project/DeepSpec+Web+Server/



https://deepspec.org/entry/Project/DeepSpec+Web+Server/

DeepSpec Web Server

A team at Penn has begun exploring the design space
and building a first-draft prototype (for now, running
on Linux) of a web server library loosely based on the
popular libmicrohttpd. The goal of this short-term
effort is to understand the integration issues that will
be involved in putting together a fully functional
server from components under development within
DeepSpec. In particular, we want to understand what
demands it will place on CertiKOS in terms of OS
features (IPC, network support, shared-memory
processes, interoperation between native clients and
Linux VMs), what verification challenges it raises for

VST, what integration challenges it poses for using
VST and CertiKOS together.



Internet of Things”
Specifying the
DeepSpec Web Server

Lennart Beringer, Joachim Breitner, Olek Gierczak,

Wolf Honore, Nicolas Koh,Yao Li,Yishuai Li, William
Mansky, Benjamin C. Pierce, Stephanie Weirich,
Li-Yao Xia, Steve Zdancewic

DeepSpec Workshop @ PLDI
%Penn June, 2018

http://www.cis.upenn.edu/~bcpierce/papers/DeepWeb-dsw2018.pdf



http://www.cis.upenn.edu/~bcpierce/papers/DeepWeb-dsw2018.pdf

HTTP(S) spec

Web server

POSIX API

CertiKOS

RISC-V ISA

RISC-V

Transistors

Executable high-level specification of
HTTP(S) protocols and web services

System call interface specification

Instruction-set specification

RTL description of circuit behaviors



The DeepSpec Web Server

® Based on popular GNU ® Current specification (in Coq):
libmicrohttpd library ditto, plus
e Clean separation between core HTTP- e PUT functionality

level functionality and the specifics of

particular web services ® ETag support for bandwidth conservation

e Aimed at embedded web servers ® Later:
(Eg loT device controllers) ® Broader coverage of HT TP standard
documents
® Current implementation (in C) o TLS authentication
® Parsing / printing of core HTTP formats; e Support for database-backed web services

basic GET functionality



Meta Language

Interaction Trees

® “Abstract syntax trees” for computations

® Nodes labeled with constructors drawn from some set of
observable effects and branching corresponding to possible
results of observations

e Can be given a variety of semantics by supplying different
interpretations for the effects

® Effects can be varied to model different views of a computation

® e.g.,“OS view” vs “network view”
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Interaction Trees

CoInductive M |(Event : Type -> Type) X

I Ret (X:X)
| Tau (k: M Event X).
| Vis {Y¥: Type} (e : Event YY) (k : Y -> M Event X)

An M E X is the denotation of a program as a possibly
infinite (coinductive) tree, parameterized over a type
Event of observable events where:

e leaves correspond to final results labeled with X,

® internal nodes node are either
® internal events (labeled Tau), or

® observable events (labeled Vi s, with a child for every element of the event’s result type Y).



70455 L0174 (Line of Code)

Component Approximate LOC
Common: axioms for socket API 500

C code for echo server 140
Interaction tree for echo server 100

Hoare triples for functions in echo server | 200

VST proofs of C-to-OS-level-spec 400

Coq proofs of OS-level-to-network-level | 1000-2000 7
Total 1500-2500ish
C code for web server 2880
Interaction tree for web server 20007

Hoare triples for web server 40007

VST proofs of C-to-OS-level-spec 80007

Coq proofs of OS-level-to-network-level | 20-40k?

Total 30-50k 7?77
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From C to Interaction Trees
Specifying, Verifying, and Testing a Networked
Server

Nicolas Koh et al.

2019
http://www.cis.upenn.edu/~bcpierce/papers/deep
web-overview. pdf
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DeepSpec
Summer School 2018 Hi5

https://github.com/DeepSpec/dsss18/blob/

master/slides/dsss18-certikos2.pdf
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New Result: Certified Concurrent Abstraction
Layers (CCAL) [PLDI'18]

* Keyinsight: model each sequential /concurrent/networked
object as a “game” (played against its environment context)

* Multicore & multithreaded linking €= composing “games” < -2
composing “game semantic” strategies

» Thread-local (or CPU-local) reasoningfor CCAL layers (against
their environment contexts)
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New Result: Certified Concurrent Abstraction
Layers (CCAL) [PLDI'18]

New programming toolkit w. certified multicore & multithreaded linking:

Composition = parallel composition + hiding (abstraction)

PerCorelLayer L[c] c: CPU id; P = {cl, c2, ..}
t: thread id; A = {t1, t2, ..}
PerThreadLayer L[ t] =
- _ ]
C Refinement Atomic Atomic -8
Spec Libraries Spec Spec = ® o 2
b AN ’ ’ = € 9E
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In Progress: Real-Time CertiKOS

CertiKOS now models timer interrupts & timing

registers.
CertiKOS is now preemptive with a hybrid scheduler
— Priority scheduling for real-time periodic threads

— round-robin for batch tasks _
New information-flow security proof for CertiKOS
with temporal and spatial partitions

— Virtual time: time available for a specific priority level

— Virtual timeline: mapping from physical time to virtual time

| priority A period |




In Progress: Stack-Aware CompCert

Our proposal: enrich the block-based memory model with an abstract stack:

— instrument all CompCert IR semantics w. a stack requirement spec
— Maintain an injection from stack blocks to a continuous stack block

— Enforce access control for private / public regions of each stack block

Benefits:

other
stack
blocks

I
I
) |

C
|
-———- NN . .

inj

— Light-weight compositionality of heterogenous modules
— Merging the stack blocks into a finite contiguous space

— Verified translation from CompCert Asm into ELF files

* Asm -> RawAsm (merged stack blocks) = FlatAsm (flat mem) => machine code

Asm

_______



In Progress: Connecting VST / DeepSpec Web
Server with CertiKOS

Deepspec web server now runs on CertiKOS blackbox (see the demo)

The web server will be verified using VST, while the socket API is specified as
functions over CertiKOS abstract state

— How to model the physical network?
— What parts of CertiKOS should the web server be aware of?

— How to make CertiKOS specs be compatible with VST specs?
Integration of user-level flat virtual memory and CertiKOS kernel memory

DeepSpec Web Server

Compiled w. CompcertX/FlatMem CertiKOS
Kernel

. ..
Web Serve.r Machine Code w. contextual T v ==
Flat Virtual Memory refinement = '
A4

-« Thead = RoyQ

pmVeS me LAFcl k_stack *
comm af Isc x_comext CurTiD = PCPU

By P[0 (=) - FT i )=

kernel-level physical address space



In Progress: Certified Self-Driving Cars

Goal: End-to-end verification
of safety & security

properties of smart cars

_ _ Self-Driving Uber Car Kills Pedestrian in Arizona, Where
Machine learning enables

self-driving, but does not i ———
guarantee safe-driving

* Model-based safety monitors

— e.g, safe distance, obstacle detection
— Multi-agent verification (by rely-guarantee & CCAL)

 Verified event logger for post-analysis
— E.g, accident investigation, maintenance

ML-based Perception
and Planning

* CertiKOS-based security guarantee il

— Isolation for critical components -
:
— Real-time guarantee

CertiKkOS Hypervisor Kernel




Highlights of Future Plans

Applications -
— Certified DeepSpec web server demo

— Connecting DeepSpec server and VST with CertiKOS
— Certified self-driving car & quadcopter

Verification of user-level C programs using VST

— Concurrent separation logic for VST

\

Princeton

Compositional concurrent OS and abstract machines

— General compositional model for concurrent & networked abstract machines
— Preemption, priority scheduling, and resource-aware CertiKOS
— CertiKOS port to ARM / x86 / RISC-V & latest Coq/CompCert

User- & kernel-level semantic integration

— Connecting VST spec interface to CompCert w. Yale’s & INRIA's
— CompCert extension for generating machine code w. flat memory model

— Compositional & Concurrent & Stack-aware CompCert/CompCertX

Machine-level semantics

— Bridging CertiKOS/CompCertX LAsm & RISC-V semantics
— Provable resilience to side-channel attacks




DeepSpec 2019
Workshop Title

https://pldi19.sigplan.org/home/deepspec-

2019


https://pldi19.sigplan.org/home/deepspec-2019

DeepSpec 2019 Workshop Title

Abstraction, Subsumption, and Linking in VST
Lennart Beringer, Andrew Appel

Automated Formal Memory Consistency Verification of Hardware
Yatin Manerkar

Closure Conversion is Safe for Space
Zoe Paraskevopoulou, Andrew Appel

Coinductive Reasoning about Interaction Trees
Chung-Kil Hur

Compositional Verification of Preemptive OS Kernels with Temporal and Spatial Isolation
Mengqi Liu

Connecting Separation Logic with First-Order Reasoning on Memory
William Mansky, Wolf Honore

Coverage Guided, Property Based Testing
Leonidas Lampropoulos
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Development of the RISC-V ISA Formal Specification
Rishiyur Nikhil

Fast, Verified Partial Evaluation
Adam Chlipala

Implementation and Verification of Modular Effectful Systems in Coq using FreeSpec
Yann Régis-Gianas

Interaction Trees: Representing Recursive and Impure Programs in Coq
Steve Zdancewic

Modular Correctness Proofs at the Hardware-Software Interface
Joonwon Choi

Names, Places, and Things: Generic Traversals over Generic Syntax with Binding
James McKinna

Overview of the DeepSpec Expedition and its Capstone Application
Benjamin C. Pierce



Project Oak: Control Data in Distributed Systems, Verify All The Things
Ben Laurie

Project Updates from Participating Sites _
Andrew Appel, Adam Chlipala, Zhong Shao

Refinement-Based Game Semantics for CompCert
Jérémie Koenig

Stack-Aware CompCert
Yuting Wang

Typed Programming with Algebraic Effects (in terms of ambient values, functions, and

control)
Daan Leijen
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BHL 1=, https://www.marulabo.net/docs/type-
theory-2/
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REBHNGRXZE LT TEIS,

[0 "An axiomatic basis for computer programming"
C.A.R Hoare 19694

https://www.cs.cmu.edu/~crary/819-
f09/Hoare69.pdf

[0 "Guarded Commands, Nondeterminacy and Formal
Derivation of Programs"”
Edsger W. Dijkstra 19754
http://citeseerx.ist.psu.edu/viewdoc/download...

0 "A Temporal Logic of Actions”
Leslie Lamport 19904
http://lamport.azurewebsites.net/pubs/old-tla-
src.pdf

-I-
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https://www.cs.cmu.edu/~crary/819-f09/Hoare69.pdf?fbclid=IwAR1BmHMhdxw7-qm2RI73kJawSnwLyT0rcB7ZB_L1ypzm1jc1NoZNTQpg9SE
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.90.97&rep=rep1&type=pdf&fbclid=IwAR3vDNVLFWJjnyLYJjdagayF9d8N6t0GpGCxjpKxwcLL2XPxtlFCz2fGAfE
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SoR—rDINE

O ZMiwX. “Social Processes and Proofs of Theorems
and Programs” De Millo, Lipton and Perils
https://www.cs.umd.edu/~gasarch/BLOGPAPERS/s
ocial.pdf (%, 17O S LDKRIFHAT. T ERET 5,
"program verification is bound to fail. "1&EEILT=D 1=,

O SoiR—hE, EBIZACMOIRERNZ. EDA—ILEED,
"Letter to the Editor
" https://www.microsoft.com/.../publicati.../letter-
to-the-editor/



https://www.cs.umd.edu/~gasarch/BLOGPAPERS/social.pdf
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SUK— O
Letter to the Editor -- Leslie Lamport

0 In the May, 1979 CACM, De Millo, Lipton, and Perlis
published an influential paper titled Social Process
and Proofs of Theorems and Programs. This paper
made some excellent observations. However, by
throwing in a few red herrings, they came to some
wrong conclusions about program verification. More
insidiously, they framed the debate as one between
a reasonable engineering approach that completely
ignores verification and a completely unrealistic
view of verification advocated only by its most
naive proponents. (There were, unfortunately,
quite a few such proponents.)

https://www.microsoft.com/en-us/research/publication/letter-to-the-editor/



https://www.microsoft.com/en-us/research/publication/letter-to-the-editor/

[0 The purpose of my letter was to express my
dismay. I ironically suggested that they had
succumbed to the arguments of De Millo, Lipton,
and Perlis in their policy. As a result, my letter was
published as a rebuttal to the De Millo, Lipton, and
Perlis paper. No one seems to have taken it for
what it was—-a plea to alter the ACM algorithms
policy to require that there be some argument to
indicate that an algorithm worked.

https://www.microsoft.com/en-us/research/publication/letter-to-the-editor/
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Social Process ?

In mathematics, the aim is to increase one's confidence in
the correctness of a theorem, and it's true that one of the
devices mathematicians could in theory use to achieve this
goal is a long chain of formal logic. But in fact they don't.
What they use is a proof, a very different animal. Nor does
the proof settle the matter; contrary to what its name
suggests, a proof is only one step in the direction of
confidence. We believe that, in the end, it is a social process
that determines whether mathematicians feel confident
about a theorem --- and we believe that, because no
comparable social process can take place among program
verifiers, program verification is bound to fail. We can't see
how it's going to be able to affect anyone's confidence about
programs.

https://www.cs.umd.edu/~gasarch/BLOGPAPERS/social.pdf
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Q: Aren't These Proofs Too Boring for Mortals?

It is argued that formal verifications of programs,

no matter how obtained, will not play the same key role

in the development of computer science and software :

engineering as proofs do in mathematics. Furthermore VVVVV
the absence of continuity, the inevitability of change,

and the complexity of specification of significantly

many real programs make the formal verification

process difficult to justify and manage. - v

— De Millo, Lipton, and Perlis,
“Social Processes and Proofs of
Theorems and Programs,” CACM, 1979
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[0 The Coq Proof Assistant
https://coq.inria.fr/

0 Coq Github
https://github.com/coqg/coq/

[0 Coq Reference Manual
https://coq.inria.fr/distrib/current/refman/

0 “Certified Programming with Dependent
Types”
http://adam.chlipala.net/cpdt/

[0 “"Formal Reasoning About Programs”



https://coq.inria.fr/
https://github.com/coq/coq/
https://coq.inria.fr/distrib/current/refman/
http://adam.chlipala.net/cpdt/
http://adam.chlipala.net/frap/

Deep Specificationé&
Software Foundations

https://deepspec.org/page/SF/
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Logical Foundations is the entry-point to the
series. It covers functional programming,
basic concepts of logic, computer-assisted

. Programming
Logical Language
Foundations Foundations
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Volume 3

Verified Functional Algorithms shows how a
variety of fundamental data structures can
be specified and mechanically verified.

SOFTWARE

Verified Functional

by Andrew W. Appel

QuickChick: Property-Based Testing in Coq
introduces tools and techniques for
combining randomized property-based

testing with formal specification and proof

in the Coq ecosystem.

SOFTWARE

QuickChick :
Propem Testing in Coq




Software Foundations

[0 Volume 1: Logical Foundations
https://softwarefoundations.cis.upenn.edu/If-
current/toc.html
PDFhir
https://softwarefoundations.cis.upenn.edu/If-
current/If.tgz

[0 Volume 2: Programming Language
Foundations
https://softwarefoundations.cis.upenn.edu/plf-
current/toc.html
PDFhix
https://softwarefoundations.cis.upenn.edu/plf-

-~ current/piftgz



https://softwarefoundations.cis.upenn.edu/lf-current/toc.html
https://softwarefoundations.cis.upenn.edu/lf-current/lf.tgz
https://softwarefoundations.cis.upenn.edu/plf-current/toc.html
https://softwarefoundations.cis.upenn.edu/plf-current/plf.tgz

Software Foundations

[0 Volume 3: Verified Functional Algorithms
https://softwarefoundations.cis.upenn.edu/vfa-
current/toc.html
PDFhiz

https://softwarefoundations.cis.upenn.edu/vfa-
current/vfa.tgz

[0 Volume 4:QuickChick: Property-Based
Testing in Coq
https://softwarefoundations.cis.upenn.edu/qgc-
current/toc.html
PDFhix
https://softwarefoundations.cis.upenn.edu/gc-

- current/gctgz
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https://softwarefoundations.cis.upenn.edu/qc-current/qc.tgz

