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L ® L L L

0,2) (1,2) (22) (3,2). (42) (5,2)
L L ® L L

0,1 @1) (1) G1). (41) (G1)
L ® L L L

(0,0) (1,00 (2,00 (3,0). (40) (50)

0

(_41_1) (_31_1) (_21_1) (_11

(01_1) (11_1) (21_1) (31_1) (41_1) (51_1)

o t*tT&+e$c
-1

(_41_2) (_31_2) (_21_2) (_11_2]
L L L]

(_41_3) (_31_3) (_21_3) (_11_3]
L J L L L J L

(01_2) (11_2) (21_2) (31_2) (41_2) (51_2)
L] L J L L L

(01_3) (11_3) (21_3) (31_3) (41_3) (51_3)
L L ® L L
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n; < "‘Eg,'Tli > 3 %5}:&55;67:>§§£§§§E§ b::

‘(_110) (010) (_210) (_110) ( 10) (110) (210) (010) (110) (210)

(_112) (012) (_212) (_112) ( 12) (112) (212) (OI 2) (112) (212)

-1,1) (0,1) (-2,1) (-1,1
'“[ )"( ) ‘g ) " ) é'

(_110) (OIO) (_210) (_110) <

0,1 (1,1) (21) (0,1). (1,1) (21)
L LJ L

0,00 (1,0) (2,0) (0,0). (1,00 (2,0)

e s e 0 & s = o =

(_11_1) (01_1) (_21_1) (_11_1)

(01_1) (11_1) (21_1) (01_1) (11_1) (21_1)

(_11_2) (01_2) (_21_2) (_11_2) (
L J L L L]

(_110) (010) (_210) (_110) (O
L L

01_2) (11_2) (21_2) (01_2) (11_2) (21_2)
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—2 - 1, —1-2

(2,0) (0,0) (-2,0) (-1,0) (00) (L0) (2,0 (0,0). (1,0 (2,0)
© e o o e e © o o
(22) (02) (1,2) 22) (03 (1,2) (22) (0,2). (1,2) (2,2)
® e o o 0 e e © o o
21) (01) @) (1) O (L) (21 (0. (1,1) (1)
o e 8 % ® o & o o
(2,0) (0,0) (1,0) (2,0 (0,0) (1,0) (2,0) (0,0. (1,0) (2,0)
—0—0 o *—o o o o

(2,2) (0,2) (1,2) (2,2) (0,4) (1,2) (2,2) (0,2). (1,2) (2,2)
LJ L L L] L ® L L L

(2,1) (0,1) (1,1) (21) (042) (1,1) (2,1) (0,1). (1,1) (2, 1)
L L L L L ® L L L

(2,0) (0,0) (1,0) (2,0) (0j0) (1,0) (2,0) ( 0,0). (1,0) (2,-0)
L L L L L] L L L L L
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ny, Ny € Zz  L(by, by ) = byny + byn,
0,0) (-2,0) (-1,0) (00) (1,0) (2,0) (0,0). (1,0) (2,0)
. e o @O o o
D (1,2) 22 X0,2). (1,2) (2,2)
e o | o o o
) (L1 (2,1) [0,1). (1,1) (2,1)
e e © o o
(1,0) (2,0) [(0,0). (1,0) (2,0)
oo/ @ o o

(2,2) (0,2) (1,2) (2,2) (0,4) (1,2) (2,2) (0,2). (1,2) (2,2)
LJ L L L ] L L L L L

(2,0)
LJ

(2,2) (0,2) (1,2) (2,2) (
L L L L

2,1) (0,1) (1,1) (2,1) (o,
o Ve o %

(2,0) (0,0) (1,0) (2,0)
— @ e

(2,1) (0,1) (1,1) (21) (042) (1,1) (2,1) (0,1). (1,1) (2, 1)
L L ] L ® L L L

(2,0) (0,0) (1,0) (2,0) (0j0) (1,0) (2,00 ( 0,0). (1,0) (2,-0)
® ¢ o ’ e o ©® o o
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(2,0) (0,0) (-2,0) (-1,0) (0,0) (1,00 (2,0) (0,0). (1,0) (2,0)
° ° ° ° e @O o °
(2,2Y7(0,2) (1,2) 22N\(#2) (1,2) (2,2 \¥2). (1,2) (2,2) \
° ° ° ° ° ° ° ° °
Z%l Z§ ggz

2, (0,1) (171) (2,1) (1,19 (2,1) [p,1). (1,13 (2,1)
o )3 & ° ° ° ° ° °
(2,d) (0,0) (1,0) (2,0) (1,0) (2,0) [[0,0). (1,0) (2,0)

e @ —o o/

GLDKEZ)uz)Qz?vﬂ? (1,2) (2, 2\Y2). (1,2) (2,2)
® (@ e o e e ||l® e o
7.2 72 72

2, n]o1) @17 @ |loty @B e n|lon & @)
® (@ e o |0 e eo|l® e o

(0,

2,0 (g0 (1,00 2,0 ]{©©© (1,00 (2,0 J{ 00). (1,0) (2,-0
® ® o e

e o/ e o
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(2,0)
LJ

0,0) (-2,0) (-1,0) (00) (1,0) (2,0) (0,0). (1,0) (2,0)
. 4#' ® e @O e o

(2,2Y7(0,2) (1,2) 22N\(#2) (1,2) (2,2 \¥2). (1,2) (2,2) \
° ° ° ° ™) ° ° ° °
7.4 72 2
21 0,1 @) eul{on 1P @u . @53 e
° ° ° °
2,9 [0,0) (I,0) (2,0) 0,d). (1,0) (2,0
—@® e/ o/
(ZZV@AD(LD(Lﬁ\WG? (1,2) (2, 2\Y2). (1,2) (2,2)
° ° ° ° ° ° ° ° °

7.2 72 ZZ
gJ»<m1>u4§<z;> ol @8 e nllon &3 @1

o a . )
),0) (1, (2,0) 00) (2,-0
\& ®/ K

(2,0)] (¢
® °

(00) (1,0
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Gram-Schmidt B3 {t



Gram-Schmidt E 321t

NJMIVERIDEEZERIET S

CC Tl T4 ADEBZT L\ ST-ABENS,

—HEDORVMILERIDREIEZIEARL1T H. Gram-Schmidt®d
HEIZDOWNTIRRB,

— BRI LERTIE. AN T-{EEDEEEZGram-
SchmidtD A ;EZTERIETES,

BTRAKIIC. STARADEEZDHATERIELTEH. €D
HEENRLITARAZRDEF RS,



EIE B(v,v,) & <u,u, > =0 &35

EXYTDHEE B(u,u,) ITEZS

HEv, [F5%EL Ty, ETH

v, o [TEFE EFHET PHEMELLI=E D%, ETNIZLN

u u
= [
L =
U3




u Ev,DETAEZI. v,Mow [CTHRELI-EZEpDEBHFqET 5,

_lal vzl cosé

= U, = Uq
|uy | |uy |

q=v,+p f=his,

|v,| cos 6 |v,||uq| cos 6 < UV, >

P=q—Vy =" U — V2= Uy —Vvy =
luy | lug [uy

U [EpDFFEFHIZLI=E D, uy = —p
= Suv>
272 g u> 1



ZERTARINILDIZED

Gram-Schmidt B3 1t

i@%@é V1,VUp, V3 &j_éo

u, =717
<uq,v,>
Uy = Uy — Uq
<ui,uq1>

CCETE, ZRTDIGEERLTH S,
%F;[is Ugb\gs U4, uZ‘:Eﬁ:ﬁpl; pz’&EBZDTo

<U1,U3> <uZ,U3>
Uq

Uz = U3 Uz

_<U1,U1> _<u2,u2>

wikipediaD &Ez B TH KD,






£k [(2’ ﬂ DEXIL = [) 2

2 0
0 2 [0 12
B([z 1)'”1_[2]"’2_[1]
U =M
_ <u1,772>
H2 = V2 < U, U4 >u1
07 [2]
B <Ll ” 0x2 + 2x1
2T 107 0 T 2 T ox0 + 2%2
121712

=vo—qu=[3] -3 = - [ = [}
5. ([ 1)) =8 =5(; o)



] TELNDSTAR
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(0, 2

(2, 1]




HE [(2’ ﬂ LN BN LZER

(0, 2)
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(2, 0)
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5T 4 AlE= Learning with Errors (LWE)

Dty arTld T4 RABEODRERETHS Learning
with Errors (LWE) &, 2H0\YU0F ULV H U T ILTERBALKSER

Do

F9 . LWERBSDEEDERMGA A—DTFHEDOIENKEL
EZ TV, BTG TILELKONRI-E T, HEDtvi3
yTEE_nﬁm[umiEabf:L\o

&AlE. LWERES MDEItE%E Oded Regev BEIZLD. B
E(2HHOMB1EVSTE2ELBBEGLWED YT )L 1Z BN T 5,




. « AND THAT'S HOW LWE-@ I
CHILD. LET vE ENCRYPTION WORKS P

——f— A

r Oded Regev

2
-

B

Learning with Errors(LWE)

- And application to Machine Learning

https://www.youtube.com/watch?v=Ut1FPvxC7mA



https://www.youtube.com/watch?v=Ut1FPvxC7mA

LWER—ZXDBEE AT LM
EDELSITEFHKD M
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oL B LWER—RD
NEAF—EBESRATL




Aliceh & T+ —21E S

® Aliceld. % ¥ — s ZiE A\,
ZDPITIE. MBEIX—IETR LLGETFHROEHRET S,
AlicelX. #Z¥—&LL T, s=1001 ZFEAT=ELEKD,




AlicelZ AFRF—%1F>TBobIZES

® AliceldAFAF—%{F>TBobIZiES
NEF—IE. BT — sSIZTS LIEBHEZRNT=2DI(Z, /NS
HOURE L BBEMA =t ODD)ANTHD,




AlicelZ AFRF—%1F>TBobIZES

® AliceldAFAF—%{F>TBobIZiES
NEF—IE. BT — sSIZTA LIEBHEZRNT=2DI(Z, /NS
HOURE L BBEMA =t ODD)ANTHD,




AlicelZ AFRF—%1F>TBobIZES

® Aliceld AFAF—%1F>TBoblZiE5
NEFT—IX. BB — SIZTF LIEBEHEZRNT=EDI(Z, /hE
HOUR L BEEMA =L DD)ANTHD,

207211=
1001x207+4

191197 =
1001x98+6

o o o
98100, 65073, 191197,43049,207211

43049=
1001x43+6 L — —
Bob




Bobld b € {0,1} ZT>a—F9 %

® Bobld b € {0,1} ZT>a—F¥ 5

Bobld, AFF—DIYAG, MENDEFET A LITES,
ZDHITIE., 2FAF—D)AKE. SEOHMFENSTEASAD T, TV
FLIZ2ENSSEFETODHFEEFESENTES,
COMFZEEMAT, SHITbEMAT-HDXxH, Toa—FSh
=EIZ 5,




Bobld b € {0,1} ZT>a—F9 5%

H2J)L 1

® Bobld b €{0,1} #T>a—Fk¥ 5
BoblZ. AEF—D) ARMN5.98100£1911974-207211%
BEATZELEKD,
98100+191197+207211=496508 1=Hi5
b=0 (&, x=496508+0 = 496508

b=1 (&, x=496508+1 = 496509 &I a—kShbd,

( : % 65073 191197)43049(207211

Nz
x1[0]= 496508
X1[1]= 496509 &&%5




Bobld b € {0,1} ZT>a—F9 5%

H2TJ) 2

® Bobl¥ b€ {01} ZT>a—FT 5

Bobld. AFF—DI AN, 650735430497 AL £,
65073+43049=108122 1=/

b=0 [, x=108122+0 = 108122

b=1 X, x=108122+1 = 108123 &> a—FINb,

( : % 98100,65073) 191197(43049)207211

_NnE
x2[0]= 108122
x2[11= 108123 &%%5




AliceldZ TR >f-xZ=Ta3—FK9 5%

® AliceldZ I+ -~f-xZ2Ta—Fd 53

Aliceld. ZITEST-XZMEZE X —NDsTHLOT. TDRY%
FIvI9 5,

HLLLRYD TG L. xIELIZ,
LLALRYMMBEEAGZS . XIZ0IZ, Ta—FEn b,




AliceldZ TR >f-xZ=Ta3—F9 5

HoTIL1IDEE

® AliceldZ (TR~ T-xZ=Ta3—K9 3

Aliceld. ZTH>7=x1[0]=496508% /% +—n1001T
Hh2T.EDRYEFTVIT D,

496508=496x1001+12
RYITIBEH MO TI—HEIZO
I va—kELTa—FEIZ—HT 5.

65073, 191197)43049207211

496508




AliceldZ TR >f-xZ=Ta3—F9 5

HoTIL1IDEE

® AliceldZ (TR~ T-xZ=Ta3—K9 3

Aliceld. Z(TE1-1=x1[1]1=496509% )% +—m 1001 T
POT. TDRYZEFIVIT D,

496509=496x1001+13
RYIFFH o TI—HEIFL
I va—kELTa—FEIZ—HT 5.

65073, 191197)43049207211

496509




AliceldZ TR >f-xZ=Ta3—F9 5

HTIL2DEE

® AliceldZ (TR~ T-xZ=Ta3—K9 3

Aliceld. ZTH-7=x2[0]= 1081227 % +—01001
TH2T. ZEDRYZTFIVIT D

108122=108x1001+14
RYITIBEH MO TI—HEIZO
I va—kELTa—FEIZ—HT 5.

{ =) 98100,65073) 19119743049)207211

ﬂ—)

108122




AliceldZ TR >f-xZ=Ta3—F9 5

HTIL2DEE

® AliceldZ (TR~ T-xZ=Ta3—K9 3

Aliceld. Z(THE-7=x2[1]= 108123% % +—01001
TH2T. EDRYEFIVIT S

108123=108x1001+15
RYIFFH o TI—HEIFL
I va—kELTa—FEIZ—HT 5.

{ =) 98100,65073) 19119743049)207211

ﬂ—)

108123




NFEAF—DURANMI ROEFRB; MNoERSNTIND,
Bi = AiS + €

==L, &HB. sIETTFAR—F—THFH. ¢ [FBHTH S,
b € {0,1}DITa—rSNT=xlF. ROFZEL TS,

o= (Yac)s (Y] o

=12L. kIZTEBIREN =V RFDEZDHZEDEDET S,
HLE. e MsELERTH RTINS ITFNIL, XxEFsTEI->F=RYIL.

(Z ek> +b EEBZDHIENTED,

e[ IBHMTHODT,. CORYIL. b = 0DFHERIZ. b = 1D

FEIZI55,






BIERIDHY T ILEDELY

ZOYUTILIF. ROAT, HIBIOHGUTILERG-TINVS

® BHZTII BHDFEIRIBLZ, ZE-TLVD,
® NEF—DAIBH, EF—s LINSHETFe[TDLN

(o]

LS

B; = Ais + e; DEEDEFZRMDOERSNTLASDIEHIEERLC

=h\. BIZIRA T, A; Mo/EdARALLEHF—IZINA
(A,BYDAR7MABIF—IT45,

TLVd,

o NEHF—D—EZEZH T LTEFONMZEIO—FIZES

DIFFIEIERILEA., Toa—FDEAIZ. DLEL S,
® TO—FNDEAL. RiEIEIFEL->TLNS,

COYUTIVIE, T—EDEETEMMIZH, ToTLLHUNE

RYDLWELIFEALERLEDTH S,

(3.



A4 ‘e Learning With Errors (LWE) -4

@ Firefox File Edit View History Bookmarks Tools Window Help BO =005 r
‘ owa Service Unavailable

c

(- i) asecuritysite.com (B
L e
[Back] Learning With Errors (LWE) is a quantum robust method of cryptography. Initially we create a secret key ve
Next we select a number of values (t[]) and calculate g[] = t[] x s + e. The values of g[] and t[] become our publit

Message to send: 1

Random values: [5, 8, 12, 16, 2, 6, 11, 3,
| Message (0 or 1): -j Secret key: 5
Secret (Must be odd): _ _______________________

Public key: [37, 52, 72, 92, 22, 42, 67, 27, 47,
62]
5, 8. 12, 16, 2, 6, 11, 3, 7, selected values: [52, 27, 92, 62, 42]
10 sum is: 275
Encrypted is: 276
Message received is 1

uh AEOT VR Public Key Encryptic
Using Learning With Errors (LWE)
Bill Buchanan

https://www.youtube.com/watch?v=sXvoX9uDr8Q



https://www.youtube.com/watch?v=sXvoX9uDr8Q

L, Z{E>T-BEifli7x LWER—ZA®D
NEAF—BERATLA




Aliceh & T+ —21E S

® Aliceld. % ¥ — s ZiE A\,
Aliceld. BZFX—EL T, s=5 ZEATZEL KD,




AlicelZ AFRF—%1F>TBobIZES

® Aliceld. FITnADEHZSF LITEATIANAZES,
® F- nAD/INSGEHZEIUF LITEAT) AreZ D,
® -1-L. A, eDERIFITATZ,DEZETH S,

® RIZ.B =Ais+e TEFRETDIANBZEDLD,

® JXk A BDO#f (A, B)z2aB+—&LTBobIZiES,

DEF— (A B)



AlicelZ AFRF—%1F>TBobIZES

T—2 YT\

=97, n=20, s=5 LLLE5. A, e DEREZSVA LIZ20BZ 5 A,
A= [80, 86, 19, 62, 2, 83, 25, 47, 20, 58, 45, 15, 30, 68, 4,
13, 8, 6,42, 92]
e=1[3,3,4,1,3,3,4,4,1,4,3,3,2,2,3,2,4,4, 1, 3]
B; = A;s + e;

B; = A;s+e; =80x5+4+ 3 =15 (mod 97)

B, = A,s + e, = 86X5+ 3 =45 (mod 97)

B; = A3zs +e3 =19%x5+4 =2 (mod 97)

Bog = A0S + €59 = 92X5 4+ 3 =75 (mmod 97)

B= [15, 45, 2, 20, 13, 30, 32, 45, 4, 3, 34, /8, 55, 51, 23,
67,44, 34, 17, 75]



Alicel3AFEF—Z1E>TBobIZES

T—2 YT\

A= [80, 86, 19, 62, 2, 83, 25, 47/, 20, 58, 45, 15, 30, 68, 4,
13, 8, 6,42, 92]

B= [15, 45, 2, 20, 13, 30, 32, 45, 4, 3, 34, /8, 55, 51, 23,
67,44, 34, 17, 75]

DA (A,B)EBIF—ELTBobIZi%3

DEF— (A B)




Bobld b € {0,1} ZT>a—F9 %

® NFF—A,BD)AS, MENDEFEETT)TT 5
® LT EIN=HMEIS, RDELIIZUVEEET Do




Bobld b € {0,1} ZT>a—F9 5%

T3 YT
SUH LIZROFFHEENFELES,

Samplir;_:];& 5,\ 1%\

A= [80, 86, 19, 62,'2, 83, 25, 47, 20, 58, 45, 15, 30, 68, 4,
13, 8, 6,42, 92]

B=[15, 45, 2, 20, 13, 30, 32, 45, 4, 3, 34, 78, 55, 51, 23,
67, 44, 34, 17, 75]




Bobld b € {0,1} ZT>a—F9 5%

T—2 YT\

Sampling [18, 5, 8, 13, 11]
u:A18+A5+A8+A13+A11:6+2+4‘7+30+4‘5:34
170:Blg+BS+BS+Blg+B11:34+13+45+55+34:83

97
v[0] = 83 + -0 = 83 (mod 97)

97
v[1] = 83 + —-x1 = 83 + 48 = 34 (mod 97)




BobldT>a—kL=7—%(u,v)%

AlicelZ%% T—%-9>2 7))L

u=6+2+47+ 30+ 45 = 34 (mod 97)
Vo =34+ 13 + 45+ 55 + 34 = 83 (mod 97)

97
v[0] = 83 + -0 = 83 (mod 97)

97
v[1] = 83 + —-x1 = 83 + 48 = 34 (mod 97)

gending

bit b=0 ZFE-of-&T I

F—& (34, 83)




AliceldZ ITH>1f=(u,v)ZTa31—F3 %

Alicelk. Z(TH>f=(u,vV) IO RDEZHET S

Dec = v —su (mod q)
CDEF
Dec < % - b=0

Deczgﬁ b=1

I a—k-57—%4% (u, v)

—



DeclZ2DUWZ\TRYIIDH

pec=v=su=(Y e+ 20) -5 Y a
(Do +30)=5(Yan) = w30

q q, q q
Dec < E(:Eek+§b< E<=>Ze,{<§(1—b)

q q q q
Dec = E@Eek+§b2 E(:)zesz(l_b)



AlicelZZ(TH>1=(u,v)ZTa3—F3 3

T—32H T\

AlicelX. (34, 83)Zx=I(TH->1=¢L9 %
Dec = v —su =83 —-5%X34 =—-87 =10 (mod 97)
CDEF
97

10 < = 125, Dec < % L1BDT b =0




AT — BOFER

Bi =AiS+ei

U,:ZAR
q

= B —
1% z k+2b

Dec=v—su<%—> b=20

Dec=v—su2%—> b=1




BilH > TILHSLWEA
-- ZEER --




B T INTIh KT 5

EARNGHEHE -- MET—DILX

CNFETRTEEMLGY T IIVE, ERNGRES S AT LICH
RKIBDIEZEEZD,

ZOMHYUTILTIK. WTFhy, BEFx— s (T—DD%-1=,
Fnld. VLEMTES, CCTIE nfED s, sy, ..., s, DEFY
ELTHEX—s I RKLEHERS,

S1
s =5, CIEEK s = >2 HBWNE. s = (51,53, ..., Sp)
Sn

[ZL&D &LV ETE,
SEDLY a3 TlE, SOLI=ARTOHLKRE . #8595,




RYRY BEHGHUTILTD

Ay
42

A;

\i/

B,
A

5

NBF—A, BOHERK
giEIR =T ILTlE. 2FF—A,Bld. RO KLSIZHEREIh TULV =,

AETUF LITEEIN T3

Al\
A;

A;

\i./

XS +

sIET oA R—bF—
eﬂi%‘/’fA(Z
ElIXNT=/NEHE
I5—I18

Learning with Errors
ZHIE. COEMESTLNS,



CHOXDFEFERTIL, sOILKITTEZE0N

XS +

\/ w] i




REEZEM—LED

FIBIDHUTILTIE, BlIAIX. 2BF— A,B OERZREICEAN
TIJRMELTERBELz, UL, TITRIMLIEL T, EHDE
%’E%ﬁbf::t‘:f;éo

== LI ST4AAF 1Dy 3V Tld. STARADEIESE
TOEZRZHMICERTIHARIRL 1 ELTRIFELTLV =,

MARETEENDGZFNIL, ELLDRBTERDTELLDIEA,
THERTRILDOENT TSN YAV T, EEohTER
[CLI=I[ES M, ST ERXDERN Y 0I5,



FINTGRILEERELELD

transpose TITRNIMILZES

—DEYAVTIE FIRTRILERRELES ATRILVEE ST=
BF. VIEZFIRIRILTHAHET D, (TNIE, EFHRTHLRICTH S,
Ikl > IXFIRIRILTH S, )
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Probability

Abstract

Our main result is a reduction from worst-case lattice problems such as GAPSVP and SIVP to a
certain learning problem. This learning problem is a natural extension of the ‘learning from parity with
error’ problem to higher moduli. It can also be viewed as the problem of decoding from a random linear
code. This, we believe, gives a strong indication that these problems are hard. Our reduction, however, is
quantum. Hence, an efficient solution to the learning problem implies a quantum algorithm for GAPSVP
and SIVP. A main open question is whether this reduction can be made classical (i.e., non-quantum).

We also present a (classical) public-key cryptosystem whose security is based on the hardness of the
learning problem. By the main result, its security is also based on the worst-case quantum hardness of
GAPSVP and SIVP. The new cryptosystem is much more efficient than previous lattice-based cryp-
tosystems: the public key is of size O(n?) and encrypting a message increases its size by a factor of

O(n) (in previous cryptosystems these values are O(n?) and O(n?), respectively). In fact, under the
assumption that all parties share a random bit string of length O(n?), the size of the public key can be
reduced to O(n).

1 Introduction

Main theorem. For an integer n > 1 and a real number € > 0, consider the ‘learning from
error’ problem, defined as follows: the goal is to find an unknown s € Z3 given a list of ‘eq
errors’

(s,a1) ~¢ b1 (mod 2)
(s,ag) = by (mod 2)
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