


The only way to rectify our reasonings is to

make them as tangible as those of the
Mathematicians, so that we can find our error at

a glance, and when there are disputes among
persons, we can simply say: Let us calculate,
without further ado, to see who is right.

-- Leibniz



Mathematics has been developed over two
millennia as the best approach to rigorous human
reasoning. A couple of decades of pseudo-
programming language design poses no threat to
its preeminence. The best way to reason
mathematically is to use mathematics, not a

pseudo-programming language.

-- Lamport



Parts of Leibniz's Dream became reality, and it is
quite understandable that this happened mostly in
Departments of Computing Science, rather than in
Departments of Mathemetics. ...

In short, the world of computing became Leibniz's
home; that it was my home as well was my luck.

-- Dijkstra
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Inductive True : Prop :=
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Definition not (A : Prop) := A -> False.
Notation "~ x" := (not X) : type_scope.

Inductive or (A B : Prop) : Prop :=
or _introl: A->AVB

or_intror : B->AVDB
where "A V B" := (or A B) : type_scope.

Inductive and (A B : Prop) : Prop :=
conj: A->B->AAB
where "A A B" := (and A B) : type_scope.
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Inductive nat : Type :=
| 0 : nat
| S : nat -> nat.

Fixpoint plus (n m:nat) : nat :=
match n with

|O=>m O+1m=m= .
| Sp=>S ((plus p m)) Py mpm
end.

Fixpoint mult (n m:nat) : nat :=
match n with Do
| O =>0 (p+1) * m = p*m + m
| S p => plus(m (mult p m))
end.
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[0 The Coq Proof Assistant
https://coq.inria.fr/

0 Coq Github
https://github.com/coqg/coq/

[0 Coq Reference Manual
https://coq.inria.fr/distrib/current/refman/

0 “Certified Programming with Dependent
Types”
http://adam.chlipala.net/cpdt/

[0 “"Formal Reasoning About Programs”



https://coq.inria.fr/
https://github.com/coq/coq/
https://coq.inria.fr/distrib/current/refman/
http://adam.chlipala.net/cpdt/
http://adam.chlipala.net/frap/
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An axiomatic basis for computer
programming


https://www.cs.cmu.edu/~crary/819-f09/Hoare69.pdf

[0 In this paper an attempt is made to explore the
logical foundations of computer programming by
use of techniques which were first applied in the
study of geometry and have later been extended to
other branches of mathematics. This involves the
elucidation of sets of axioms and rules of inference
which can be used in proofs of the properties of
computer programs. Examples are given of such
axioms and rules, and a formal proof of a simple
theorem is displayed. Finally, it is argued that
important advantage, both theoretical and practical,
may follow from a pursuance of these topics.




An Axiomatic Basis for software bugs are bad

Computer Programming o
Tory Hoare, 1969 manual testing is not enough

formal reasoning is better

Presented by Alexa VanHattum, Great Works in PL Spring 2019
Mentor Jonathan DilLorenzo

Motivation Historical Context

_____ {X;O,Y>0
g (X.6 “Assigning Meaning to Programs”
“Computer programming is an exact science in that all RL—" e e T
the properties of a program and all the consequencesof " ]7 7~ o e
executing it in any given environment can, in principle, | = _1=7777 R

be found out from the text of the program itself by
means of purely deductive reasoning.”
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Motivation

“Computer programming is an exact science in
that all the properties of a program and all the
consequences of executing it in any given
environment can, in principle, be found out from

the text of the program itself by means of purely
deductive reasoning.”



Historical Context

X20,Y>0
¥ T (X, 6)
Q—0
X20,Y>0, Q=0
T T X -4@,5
wahintei X20,Y>0, Q=0 Rw X
J _____ (X - Q,4)

Rz0,X20,Y>0,Q20, X=R+ QY

{05R<Y,X20.X-R+QY
(X -Q,2)

Rz2Y>0,X20,Q20, X=R+ QY

(X -Q2
R—R-Y
t____ R20,Y>0,X20,Q20,X=R+(Q+1Y
(X -@Q1
Q—@+1

R20,Y>0,X20,@>0,X=R+QY

FIGURE 5. Algorithm to compute quotient @ and remainder R of
X+Y, forintegers X 20,Y >0

“Assigning Meaning to Programs”
Robert Floyd, 1967

“If the initial values of the
program variables satisfy
the relation R4, the final
values on completion will
satisfy the relation R2”



The Strategy

Axioms Deductive Rules Theorems

P{Q}R

Precondition Program Postcondition

If P holds and Q executes and
terminates, then R holds

Hoare’s contribution

Valid Hoare Triples?

true {x = 1} x =1
X=0{x=x+1} x=1

x=n {x 1= x x 2} x = 2n

false {x := 1} x = 0

x >0 {while x > 1 do x :=x + 1} x <1 K

x >0 {while x > 1 do x := x + 1} x = 1



Hoare triple

[0 Empty statement axiom schema

{P}skip{ P}

[0 Assignment axiom schema

{PIE/a]}a = B{P)

[0 Rule of composition

{P}S{Q} , {QT{R}
{P}S; T{R}




Hoare triple

[0 Conditional rule

{BAP}S{Q} , {~BAP}IT{Q}
{P}if B then S else T endif{Q}

[0 Consequence rule
PL—P , {P}S5{Q} , Q22—

{P1}5{Q1}

[0 While rule
{P N B}S{P}
{P}while B do S done{—B A P}




lteration lteration

If - P A B{S}P, If - P AB{S}P,
then = P{while B do S}=BA P then F P{while B do 8}~B A P

x>0 {while x > 1 dox :=x + 1} x =1

lteration lteration

If P AB{S}P, If P AB{S}P,
then F P{while B do S}—~B AP then + P{while B do S}—-B A P

consequence rule
-(x > 1) A » X =1
X>0Ax>1{x :=x+1} x>0
x >0 {while x > 1 do x :i= X + 1} =(x >1) A x >0 x > 0 {while x > 1 do x :=x + 1} =(x > 1) A x > 0
x>0 {while x > 1 do x :=x + 1} x =1 x>0 {while x > 1 dox :=x + 1} x =1




lteration
If - P AB{S}P,

lteration
If P AB{S}P,

then + P{while B do S}-B AP then + P{while B do S}—B A P

consequence rule

AX>1=x+1>0

X+1>04{x :=x+ 1} x >0
X>0AXx>1{x:=x+1} x>0

assignment rule

X+1>04{x :=x+ 1} x >0
X>0AX>14{x :=x+1} x>0

x>0 {while x > 1 do x := x + 1} =(x > 1) A x >0 x > 0 {while x > 1 do x :=x + 1} =(x > 1) A x > 0

x>0 {while x > 1 dox :=x + 1} x =1

lteration

If - P AB{SYP,
then F P{while B do S}—B A P

How do we find P?

3

Can we automate it?

X >0 {while x > 1 dox :=x + 1} x =1

Extension to Hoare Logic:
Separation Logic

e Extends Hoare logic to
include reasoning over
shared data

{r} c{q}

P * Tyl *r}

e Separation conjunction *:
P * Q asserts P and Q hold
for separate regions of The frame rule (when c does not
memory modify the free variables of r)



Conclusion

Relate deductive reasoning to
programs via Hoare triples

Formalize/automate axiomatic

reasoning via rules P Q R
Enable pen-and-paper proofs

and automated reasoning tools

Axioms can leave aspects of the
language undefined
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Conclusion

“The practice of supplying proofs for nontrivial
programs will not become widespread until
considerably more powerful proof techniques
become available, and even then will not be easy.
But the practical advantages of program proving
will eventually outweigh the difficulties, in view of
the increasing costs of programming errors.”



Guarded Commands, Nondeterminacy
and Formal Derivation of Programs


http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.90.97&rep=rep1&type=pdf

guarded commands

[0 So-called "guarded commands" are introduced as a
building block for alternative and repetitive
constructs that allow nondeterministic program
components for which at least the activity evokt,
but possibly even the final state, is not necessarily
unigilely determined by the initial state. For the
formal derivation of programs expressed in terms
of these constructs, a calculus will be be shown.




Weakest Pre-conditions

The way in which we use predicates (as a tool for
defining sets of initial or final states) for the definition
of the semantics of programming language constructs
has been directly inspired by Hoare [1], the main
difference being that we have tightened things up a
bit: while Hoare introduces sufficient pre-conditions
such that the mechanisms will not produce the wrong
result (but may fail to terminate), we shall introduce
necessary and sufficient--i.e, so-called "weakest"--
pre-conditions such that the mechanisms are
guaranteed to produce the right result.




Predicate transformer

More specifically: we shall use the notation wp(S, R),
where S denotes a statement list and R some
condition on the state of the system, to denote the
weakest precondition for the initial state of the
system such that activation of S is guaranteed to lead
to a properly terminating activity leaving the system
in a final state satisfying the post-condition R. Such a
wp--which is called "a predicate transformer" because
it associates a pre-condition to any post-condition R




(guarded command) ::= (guard) — (guarded list)
(guard) ::= (boolean expression)

(guarded list) ::= (statement) {; (statement)}
(guarded command set) ::= (guarded command)
{[1Xguarded command)}

N
fov]
P
e
o
-t
-
oV
=,
<
o
@]
Q
=
7]
PN
-
-
Q
-t

S~~~

Il
i o
s

NN

oQ
e
bl

(repetitive construct) ::= do (guarded
(statement) ::= (alternative construct)

command, they are mutually separated by the separator |
our text is then an arbitrarily ordered enumeration of an unordered
set; i.e. the order in which the guarded commands of a set appear
in our text is semantically irrelevant.
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wp = Weakest Pre-conditions

0 Skip
wp(skip,R) = R

[0 Abort
wp(abort, R) = false

[1 Assignment
wp(z := E,R) = Rlz + E

[0 Sequence

wp(S1;S2, R) = wp(S1,wp(S2, R))



wp = Weakest Pre-conditions

[0 Conditional
wp(if E then S; else S; end, R)

= (E = wp(S:, R)) A (=E = wp(S,, R))

0 While loop
wlp(while E do S done, R)

I
= AVy, (EAT) = wip(S,I))[z + y
AVY, (FEAT) = R)z « y



Finally, I would like to add a word or two about the potential
nondeterminacy. Having worked mainly with hardly self-
checking hardware, with which nonreproducing behavior of -
user programs is a very strong indication of a machine
malfunctioning, I had to overcome a considerable mental
resistance before I found myself willing to consider
nondeterministic programs seriously. It is, however, fair to
say that I could never have discovered the calculus before
having taken that hurdle: the simplicity and elegance of the
above would have been destroyed by requiring the
derivation of deterministic programs only. Whether
nondeterminacy is eventually removed mechanically--in
order not to mislead the maintenance engineer--or (perhaps
only partly) by the programmer himself because, at second
thought, he does care--e.g, for reasons of efficiency-- which
alternative is chosen is something I leave entirely to the
circumstances. In any case we can appreciate the

nondeterministic program as a helpful stepping stone..



A Temporal Logic of Actions


http://lamport.azurewebsites.net/pubs/old-tla-src.pdf

A Perspective by Kevin D.



Perspective by Kevin D. Jones

It is generally accepted by the software engineering
community that some means of formally specifying
software is an important tool in increasing confidence
in its correctness, as this allows the possibility of
formally proving important properties of the system
with respect to the semantics of the specification.

Much work has been done in this area, with the usual

route being, unsurprisingly, a passing of the torch
from theoreticians to engineers.




The current state of the art for sequential systems
illustrates this well. From the early “theoretical” work
done in the late 60s by Floyd and Hoare, formal
specification and verification of sequential programs
has matured into tools like VDM and Z that are now
being used in industry. The most successful of these
are based on the concept of modelling state
transformations in some suitable logic, usually first-
order predicate calculus (or a variant thereof). This
approach is both sufficiently expressive and of
manageable complexity.




Concurrent programs have posed more of a challenge,
and specifying concurrent systems is not yet practical.
One approach has been to extend the state-based
methods mentioned above by replacing simple
predicate calculus with a temporal logic. Early
attempts suffered from a lack of expressiveness. The
common approach to this problem has been to
increase the power of the temporal operators. Whilst
this gives the required expressiveness, it is at the
price of increased logical complexity. This raises the
sophistication of the reasoning involved in verification
and has resulted in these techniques being difficult to

translate into practice.



In this work, the author has taken a different
direction. Rather than extending the logical
connectives, he has extended the base terms to
include predicates on pairs of states (actions). Much
of the complexity in verification now involves
reasoning about actions, rather than about the
temporal system. The logic has been shown to be
applicable to practical problems in the verification of
concurrent algorithms, and the author is continuing to
work on such examples.




His approach is more in the spirit of what has been
shown to be successful in the sequential world. As
stated in the report, the current area of application is
the verification of concurrent algorithms, rather than
complete programs. This allows the possibility of
machine-checked verification of important parts of
any concurrent system. Eventually, one hopes that
this method may be extended to permit the practical
application of formal specification and verification to
complete concurrent systems.




A Temporal Logic of Actions

Leslie Lamport
19904

http://lamport.azurewebsites.net/pubs/old-tla-
src.pdf



http://lamport.azurewebsites.net/pubs/old-tla-src.pdf

Author’s Abstract

In 1977, Pnueli introduced to computer scientists a
temporal logic for reasoning about concurrent
programs. His logic was simple and elegant, based on
the single temporal modality “forever”, but it was not
expressive enough to completely describe programs.
Since then, a plethora of more expressive logics have
been proposed, all with additional temporal modalities
such as “next”, “until”, and “since”. Here, a temporal
logic is introduced based only on Pnueli’s original
modality “forever”, but with predicates (assertions
about a single state) generalized to actions—

assertions about pairs of states.




This logic has all the expressive power needed to
describe and reason about concurrent programs.
Much of the temporal reasoning required with other

logics is replaced by nontemporal reasoning about
actions.




States, Actions, and Temporal Formulas
States and State Functions

O We assume a set V of values.

[1 State variables are primitive terms in the logic.
They represent quantities that can change during
execution of a program. The meaning [[x]] of a
state variable x is a function from S to V.

Intuitively, [[x]](s) is the value of x when the
computing device is in state s.

[0 A state function is an expression made from state
variables. Its meaning is a function from S to V.
For example, if u and v are state variables, then 2u
— v is the state function whose meaning [[2u — Vv]]
Is the function defined by [[2u — Vv]](s) A =

-~ 2[[u]l(s) = [[Vv]]l(s), for any statesinS.



[1 A state predicate is a boolean-valued state
function. A state predicate P is valid, written E P, iff
P is true in all states.
Formally, [[E P]] equals vs € S : [[P]](s).




Actions
Actions and their Meaning

[0 An action is a boolean-valued expression
containing primed and unprimed state variables.
Its meaning is a boolean-valued functionon S x S,
where unprimed state variables are applied to the
first component and primed variables to the second
component.

For example, the meaning of the actiony’ — x > 1
is defined by

[Ly" = x> 1]1(s, t) =[1y]I(t) = [[x]I(s) > 1.




|

[0 We think of an action as specifying a set of allowed
state transitions. Action A allows the transition s —
t from state s to state t iff [[A]](s, t) equals true. A
state transition allowed by A is called an A
transition.




var integer zx,y = 0;
semaphore sem = 1;

cobegin loop ai: (P(sem));
Bi: (x:=x+1);
v1: (V(sem))
end loop

loop a2: (P(sem));
Bo: (y:=y+1);
v2: (V(sem))
end loop
coend



var integer z,y = 0;
semaphore sem = 1;

cobegin loop ai: (P(sem));

Br: (z:=z+1);

71: (V(sem))

Action
Action
Br = pci=pe; N o=z A
pco=08 AN yY=y+1 A
pco = N sem' = sem

!

end loop
0
loop a3z: (P(sem));
Bo: (y:=y+1);
Y2: (V(sem))
end loop
coend
A
B2 =

"6
S

A\
A\

g
y

Yy =y+1
unchanged {z, sem, pc}

A\




B2

Y2

>

>

||

A9 S LTy REIC
X1t LT- action® 4l

pce =0 A
P’2:’Y A
pCy =7y A
pchb=a A
pci=a A
pci =06 A

y=y+1
unchanged {z, sem, pcy}

sem’ = sem + 1
unchanged {z, y, pc;}

sem > 0 N
sem' =sem—1 A

unchanged {z, y, pcy}

A\

A\



Enabled Predicate

B = pey=0 N y=y+1
pco, = A unchanged {z, sem, pc,}
Y2 = pco =7 A sem’ =sem+1
pco, = a A unchanged {z, y, pc,}
o = pcy=a A sem >0 A
pci=08 N sem'=sem—1 A
unchanged {z, y, pcy}
Enabled(B2) = pcy =70
Enabled(ys) = pcy =1
Enabled(a1) = pcy=a A sem >0

A\

A\



behavior

A behavior is an infinite sequence of states; the set of all behaviors is denoted
by S¥. If ¢ is the behavior sg, s1,..., then o; denotes the i** state s;. The

th step of o is the state transition o;_1 — o;. It is called a stuttering step
iff states o;_1 and o; are equal.

[-Fl(o) = -[F](o)
[FAGI(0) = [F](o) AIG](o)

A formula F' is valid iff it is true for all behaviors:

[=EF] & VYoeS¥:[F](o)



operator O (usually read “always”)

operator & (read “eventually”)

The temporal logic operator O (usually read “always”) is defined as follows.
If o is a behavior, let 0% denote the behavior o;,0;.1,... obtained by

cutting oftf the first ¢ states in the sequence o. For any formula F' and
behavior o,

[OF](c) = Vi>0:[F](c™) (5)

Intuitively, a temporal formula F' holds at a certain time iff ' holds for the
infinite behavior starting at that time. The formula OF' asserts that F' holds
at all times—now and in the future.

The operator < (read “eventually”) is defined by OF = —=O-F. Intu-
itively, OF' asserts that F' holds now or at some time in the future.



operator ~» (read “leads to”),

The operators O and < can be nested and combined with logical opera-
tors to provide more complicated temporal modalities. For example, OO F
asserts that at all times, F' must be true then or at some future time. In
other words, OOF asoperator ~ (read “leads to”)pften. Of particularly
interest is the operator ~» (read “leads to”), where F ~» G = O(F = OQ).

Intuitively, F' ~» G asserts that whenever F' is true, GG is true then or at
some later time.



Temporal Reasoning

Invariance Rule {P}A{P}
O[A] = (P=0P)

[0 The hypothesis asserts that any A transition with P
true in the starting state has P true in the ending
state. The conclusion asserts that if every
nonstuttering step is an A transition, then P true
initially implies that it remains true forever.
Observe that the hypothesis is an action, while the
conclusion is a temporal formula.



Expressing Programs as Temporal
Formulas

A program [1 is described by four things:

1.
2.

3.

4.

A collection of state variables.

A state predicate Inity specifying the initial
state.

An action Nj specifying the state transitions
allowed by the program.

A temporal formula L; specifying the
program’s progress condition.

The program itself is the temporal logic formula II defined by

II = Initm A ONg] A Ln



Reasoning with Fairness

WF Rule {P} A{Q}
{P} NN-A{PV Q}
P = Enabled(A)
ON]AWF(A) = (P~ Q)

SF Rule {P} A{Q}
{P} N AN-A{PVQ}
OF AOIN A =A|] = (P A —FEnabled(A) ~ Enabled(A))

OF A ON]ASF(A) = (P~ Q)



Reasoning About Programs

[0 Safety Properties: type-correct

The first safety property one usually proves about a program is that it
is type-correct, meaning that the values of all variables are of the expected
“type”. Type-correctness for the program of Figure 1 is expressed by the
formula II = O7T', where

T = pci €{a,B,7v} N z€Int A sem € Nat A (9)
pCQE{Oé,,B,’Y} A yEInt

[] Liveness Properties
we prove

II = (z=n~z=n+1)



Liveness Properties

A. Control in process 1 is either at oy, (1, or 7.

. If control is at ; with x equal to n, then eventually (after executing
v1) control will be at a; with = equal to n.

. If control is at oy with z equal to n, then eventually (after executing
a1) control will be at 8; with x equal to n.

. If control is at (31, then eventually (after executing (1) x will equal
n + 1.



Liveness Properties

ATl = (z=n) ~
(pery=7vAz=n)V (pcy=aANz=mn)V (pc; =0 Nz =n))

B.Il = (pcy=7yAz=n)~ (pc;=a A x=n)
C.I = (pcy=aANzx=n)~ (pcy=0ANz=n)

D.II = (pey=BAz=n)~ (z=n+1)



General Logic

Inite 2 z=0A y=20
Nt = d=z+1Ay =y
N 2 y=y+1na' =2
Na = qu, \/qu)
® = Initg A ONg] A WENG) A WE(W2)
II £ Initn A ONalw A SFw (VL) A SFw(NZ)
o = Inite N D[N<1>]{m,y} A WF{fc,y}(N%)) N WF{m,y}(Ng)

With these definitions, the formula II = ® is valid.
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Social Processes and Proofs of
Theorems and Programs


https://www.cs.umd.edu/~gasarch/BLOGPAPERS/social.pdf
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Social Process ?

In mathematics, the aim is to increase one's confidence in
the correctness of a theorem, and it's true that one of the
devices mathematicians could in theory use to achieve this
goal is a long chain of formal logic. But in fact they don't.
What they use is a proof, a very different animal. Nor does
the proof settle the matter; contrary to what its name
suggests, a proof is only one step in the direction of
confidence. We believe that, in the end, it is a social process
that determines whether mathematicians feel confident
about a theorem --- and we believe that, because no
comparable social process can take place among program
verifiers, program verification is bound to fail. We can't see
how it's going to be able to affect anyone's confidence about
programs.

https://www.cs.umd.edu/~gasarch/BLOGPAPERS/social.pdf
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Q: Aren't These Proofs Too Boring for Mortals?

It is argued that formal verifications of programs,

no matter how obtained, will not play the same key role

in the development of computer science and software :

engineering as proofs do in mathematics. Furthermore VVVVV
the absence of continuity, the inevitability of change,

and the complexity of specification of significantly

many real programs make the formal verification

process difficult to justify and manage. - v

— De Millo, Lipton, and Perlis,
“Social Processes and Proofs of
Theorems and Programs,” CACM, 1979




SoR—rDINE

O ZMiwX. “Social Processes and Proofs of Theorems
and Programs” De Millo, Lipton and Perils
https://www.cs.umd.edu/~gasarch/BLOGPAPERS/s
ocial.pdf (%, 17O S LDKRIFHAT. T ERET 5,
"program verification is bound to fail. "1&EEILT=D 1=,

O SoiR—hE, EBIZACMOIRERNZ. EDA—ILEED,
"Letter to the Editor
" https://www.microsoft.com/.../publicati.../letter-
to-the-editor/



https://www.cs.umd.edu/~gasarch/BLOGPAPERS/social.pdf
https://l.facebook.com/l.php?u=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fresearch%2Fpublication%2Fletter-to-the-editor%2F%3Ffbclid%3DIwAR15dWqXaUj1ISOdSI8jecxKCfVO9h5OKh8MdlFx2tULqaQi-tdsV2ymKJ4&h=AT2DmuaeDmgpS33M2WWPFNj20nBrsdGVU-eyKn-87QEwVFjVi9mWmN9CpoPMgyYnazzjomDd-PspCucdXTWQKDUQvW7tTOgMej680CO3p2nXIM-mRxaYoFRvfevD5LM0sU9YAoKRjWIy0eG75IrkQl6ZmP9ZBHnzZw

SUK— O
Letter to the Editor -- Leslie Lamport

0 In the May, 1979 CACM, De Millo, Lipton, and Perlis
published an influential paper titled Social Process
and Proofs of Theorems and Programs. This paper
made some excellent observations. However, by
throwing in a few red herrings, they came to some
wrong conclusions about program verification. More
insidiously, they framed the debate as one between
a reasonable engineering approach that completely
ignores verification and a completely unrealistic
view of verification advocated only by its most
naive proponents. (There were, unfortunately,
quite a few such proponents.)

https://www.microsoft.com/en-us/research/publication/letter-to-the-editor/



https://www.microsoft.com/en-us/research/publication/letter-to-the-editor/

[0 The purpose of my letter was to express my
dismay. I ironically suggested that they had
succumbed to the arguments of De Millo, Lipton,
and Perlis in their policy. As a result, my letter was
published as a rebuttal to the De Millo, Lipton, and
Perlis paper. No one seems to have taken it for
what it was—-a plea to alter the ACM algorithms
policy to require that there be some argument to
indicate that an algorithm worked.

https://www.microsoft.com/en-us/research/publication/letter-to-the-editor/
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Dijkstra® ¥ {fi (2001 4)

Hilbert's revolution was in any case to redefine
"proof" to become a completely rigorous notion,
totally different from the psycho/sociological "A
proof is something that convinces other
mathematicians.”". A major shortcoming of the
latter view is that it gives no technical guidance
for proof design and makes it very difficult to
teach that kind of mathematics. Yet, or perhaps
for this reason, many of the more conservative
mathematicians still cling to this form of
consensus mathematics; they will even vigorously
defend their informality.
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30 years later ...

“Researchers into formal methods [...] predicted that
the programming world would embrace with gratitude
every assistance promised by formalization to solve
the problems of reliability that arise when programs
get large and more safety-critical [...]

It has turned out that the world just does not suffer
significantly from the kind of problem that our
research was originally intended to solve.”

Tony Hoare, 1996
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“How did software get so reliable
without proof ? “


https://www.gwern.net/docs/math/1996-hoare.pdf
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Management

[0 The most dramatic advances in the timely delivery
of dependable software are directly attributed to a
wider recognition of the fact that the process of
program development can be predicted, planned,
managed and controlled in the same way as in any
other branch of engineering. The eventual workings
of the program itself are internal to a computer and
invisible to the naked eye; but that is no longer
any excuse for keeping the design process out of
the view of management; and the visibility should
preferably extend to all management levels up to
the most senior.




Success in the use of mathematics for specification,
design and code reviews does not require strict
formalisation of all the proofs. Informal reasoning
among those who are fluent in the idioms of
mathematics is extremely efficient, and remarkably
reliable. It is not immune from failure; for example
simple misprints can be surprisingly hard to detect by
eye. Fortunately, these are exactly the kind of error
that can be removed by early tests. More formal
calculation can be reserved for the most crucial issues,
such as interrupts and recovery procedures, where
bugs would be most dangerous, expensive, and most
difficult to diagnose by tests.




A facility in formalisation and effective reasoning is
only one of the talents that can help in a successful
review. There are many other less formal talents
which are essential. They include a wide
understanding of the application area and the
marketplace, an intuitive sympathy with the culture
and concerns of the customer, a knowledge of the
structure and style of existing legacy code,
acquaintance and professional rapport with the most
authoritative company experts on each relevant topic,
a sixth sense for the eventual operational
consequences of early design decisions, and above all,
a deep sense of personal commitment to quality, and
the patience to survive long periods of intellectual
drudgery needed to achieve a thoroughly professional

il
I TSOUIL.




Testing

[0 Thorough testing is the touchstone of reliability in
quality assurance and control of modern production
engineering. Tests are applied as early as possible at
all stations in the production line. They are designed
rigorously to maximise the likelihood of failure, and so
detect a fault as soon as possible. For example, if
parameters of a production process vary continuously,
they are tested at the extreme of their intended
operating range. Satisfaction of all tests in the factory
affords considerably increased confidence, on the part
of the designer, the manufacturer, and the general
public, that the product will continue to work without
fail throughout its service lifetime. And the confidence

durable than they were only twenty years ago.



0 But computing scientists and philosophers remain
skeptical. E.W. Dijkstra has pointed out that
program testing can reveal only the presence of
bugs, never their absence. Philosophers of science
have pointed out that no series of experiments,
however long and however favourable can ever
prove a theory correct; but even only a single
contrary experiment will certainly falsify it. And it is
a basic slogan of quality assurance that "you
cannot test quality into a product”. How then can
testing contribute to reliability of programs,
theories and products? Is the confidence it gives
illusory

....... Y



Debugging

[0 The secret of the success of testing is that it checks
the quality of the process and methods by which
the code has been produced. These must be
subjected to continued improvement, until it is
normal to expect that every test will be passed first
time, every time. Any residual lapse from this ideal
must be tracked to its source, and lead to lasting
and widely propagated improvements in practice.
Expensive it may be, but that too is part of the
cure. In all branches of commerce and industry,
history shows dramatic reduction in the error rates
when their cost is brought back from the customer

- to the perpetrator.



Over-engineering

[0 The first benefit of a superabundance of resource is
to make possible a decision to avoid any kind of
sophistication or optimisation in the design of
algorithms or data structures.

[0 Profligacy of resources can bring benefits in other
ways. When considering a possible exceptional
case, the programmer may be quite confident that
it has already been discriminated and dealt with
elsewhere in some other piece of code; as a result
in fact the exception can never arise at this point.
Nevertheless, for safety, it is better to discriminate
again, and write further code to deal with it.




0 Another profligate use of resources is by cloning of
code. A new feature to be added to a large
program can often be cheaply implemented by
making a number of small changes to some piece
of code that is already there. But this is felt to be
risky: the existing code is perhaps used in ways
that are not at all obvious by just looking at it, and
any of these ways might be disrupted by the
proposed change.




Programming Methodology

[0 Most of the measures described so far for achieving
reliability of programs are the same as those which
have proved to be equally effective in all
engineering and industrial enterprises, from space
travel to highway maintenance, from electronics to
the brewing of beer. But the best general
techniques of management, quality control, and
safety engineering would be totally useless, by
themselves; they are only effective when there is a
general understanding of the specific field of
endeavour, and a common conceptual framework
and terminology for discussion of the relationship

~ between cause and effect, between action and

consequence in that field.



[0 Perhaps initially, the understanding is based just on
experience and intuition; but the goal of
engineering research is to complement and
sometimes replace these informal judgements by
more systematic methods of calculation and
optimisation based on scientific theory.

[0 Research into programming methodology has a
similar goal, to establish a conceptual framework
and a theoretical basis to assist in systematic
derivation and justification of every design decision
by a rational and explicable train of reasoning.




0 The primary method of research is to evaluate
proposed reasoning methods by their formalisation
as a collection of proof rules in some completely
formal system. This permits definitive answers to
the vital questions: is the reasoning valid? is it
adequate to prove everything that is needed? and
is it simpler than other equally valid and adequate
alternatives? It is the provably positive answer to
these simple questions that gives the essential
scientific basis for a sound methodological
reeornmendation- certainly an improvement on
mere rhetoric, speculation, fashion, salesmanship,

~ Charlatanism or worse.



Null References:
The Billion Dollar

Mistake

Tony Hoare




http://bit.ly/20XpgNz



The Billion Dollar Mistake
25 Aug 2009 InfoQ

0 Null references have historically been a bad idea

[1 Early compilers provided opt-out switches for run-
time checks, at the expense of correctness

[0 Programming language designers should be
responsible for the errors in programs written in
that language

[0 Customer requests and markets may not ask for
what's good for them; they may need regulation to
build the market

[1 If the billion dollar mistake was the null pointer,
the C gets function is a multi-billion dollar mistake
that created the opportunity for malware and

viruses to thrive



Egidio Astesiano, Gianna Reggio
Theoretical Computer Science 236 (2000) 3-34


https://core.ac.uk/download/pdf/82747498.pdf?fbclid=IwAR00hTQ4J91-k8eG7U3UJZZpfRZIRUNj890Va6ORDOVlf2u4AJOlhK1mxak
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ACTIVITY

To give a formal specification

CONTEXT

END PRODUCTS

EP

the kind of the end-products
of the development process

LOCATION

qualification and location of the activity
in the development process

FORMALISM

FORMAL MODELS

M

mathematical strucutres representing
the end-products

SPECIFICATIONS

FPEE, [

specifications as artifacts

A
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FORMALISM
FORMAL MODELS ./ mathematical strucutres representing
the end-products
SPECIFICATIONS S PEC, ] specifications as artifacts

T
IMPACT ON METHOD

l
PRAGMATICS
how the formal models model the
end-products
GUIDELINES guidelines for the specification task
PRESENTATION presentation of the specifications
for humans
DOCUMENTATION documenting the performed task

MODELLING

)
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Composition: A Way to Make Proofs
Harder


https://lamport.azurewebsites.net/pubs/lamport-composition.pdf
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"Composition:
A Way to Make Proofs Harder"
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Abstract

[0 Compositional reasoning about a system means
writing its specification as the parallel composition
of components and reasoning separately about
each component. When distracting language issues
are removed and the underlying mathematics is
revealed, compositional reasoning is seen to be of
little use.




6.3 Why Bother?
LTRSS BOERA~NDHES

0 Many computer scientists believe that their favorite
pseudo-programming language is better than
mathematics because it provides wonderful
abstractions such as message passing, or
synchronous communication, or objects, or some
other popular fad. For centuries, bridge builders,
rocket scientists, nuclear physicists, and number
theorists have used their own abstractions. They
have all expressed those abstractions directly in
mathematics, and have reasoned “at the semantic
level”. Only computer scientists have felt the need
to invent new languages for reasoning about the

~ _objectstheystudy



EEDIELSZIEALESET HE GEAMNIERIC
BEHITTZDENDTETE

[0 Two empirical laws seem to govern the difficulty of
proving the correctness of an implementation, and
no pseudo-programming language is likely to
circumvent them: (1) the length of a proof is
proportional to the product of the length of the
low-level specification and the length of the
invariant, and (2) the length of the invariant is
proportional to the length of the low-level
specification. Thus, the length of the proof is
quadratic in the length of the low-level specification.




REBAZ M ICLGELV=OIC. BV HERETHKRE
ST BEO AT LOMEZRE TEEL

0 The most effective way to reduce the length of an
implementation proof is to reduce the length of the
low-level specification. A specification is a
mathematical abstraction of a real system. When
writing the specification, we must choose the level
of abstraction. A higher-level abstraction yields a
shorter specification. But a higher-level abstraction
leaves out details of the real system, and a proof
cannot detect errors in omitted details. Verifying a
real system involves a tradeoff between the level of
detail and the size (and hence difficulty) of the
proof.
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“"Coming Soon: Machine-Checked Mathematical
Proofs in Everyday Software and Hardware
Developme”

Adam Chlipala http://bit.ly/2GppRxe
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CHAPTER 12

Hoare Logic: Verifying Imperative Programs

We now take a step away from the last chapters in two dimensions: we switch
back from functional to imperative programs, and we return to proofs of deep cor-
rectness properties, rather than mere absence of type-related crashes. Nonetheless,
fhe essential proof structure winds up being the same, as we once again prove
invariants of transition systems!

12.1. An Imperative Language with Memory

To provide us with an interesting enough playground for program verification,
let’s begin by defining an imperative language with an infinite mutable heap. For
reasons that will become clear shortly, we do a strange bit of mixing of syntax
and semantics. In certain parts of the syntax, we include assertions a, which are
arbitrary mathematical predicates over program state, split between heaps h and
variable valuations v.




12.2. Hoare Triples

Much as we did with type systems, we define a syntactic predicate and prove
it sound once and for all. Afterward, we can automatically show that particular
programs and their specifications inhabit the predicate. This time, predicate in-
stances will be written like {P}c{Q}, with ¢ the command being verified, P its
precondition (assumption about the program state before we start running c), and
Q its postcondition (obligation about the program state after ¢ finishes). We call
any such fact a Hoare triple, and the overall predicate is an instance of Hoare logic.

A first rule for skip is easy: anything that was true before is also true after.

{Pyskip{ P}

A rule for assignment is slightly more involved: to state what we know is true
after, we recall that there existed a prestate satisfying the precondition, which then
evolved into the poststate in the expected way.

{P}x «— e{A(h,v). 3. P(h,v") A v =1"[z — [e](h,v")]}

The memory-write command is treated symmetrically.

{Pller] < eaiA(h,v). 3 P, 0) A h = K[[er] (W, v) — [ea](; v)]}
To model sequencing, we thread predicates through in an intuitive way.

{Pici{Q} {Q}c2{R}
{P}cyico{ R}
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the end of the command after running either subcommand, we take the disjunction
of their postconditions.

{As. P(s) A [b](s)}er{@1} {As. P(s) A —[b](s)}c2{Q2}
{P}if b then c; else ca{As. Q1(s) v Q2(s)}

Coming to loops, we at last have a purpose for the assertion annotated on each
one. We call those assertions loop invariants; one of these 1s meant to be true
every time a loop iteration begins. We will try to avoid confusion with the more
fundamental concept of invariant for transition systems, though in fact the two are
closely related formally, which we will see in the last section of this chapter. Es-
sentially, the loop invariant gives the induction hypothesis that makes the program
correctness proof go through. We encapsulate the induction reasoning once and for
all, in the proof of soundness for Hoare triples. To verify an individual program, it
1s only necessary to prove the premises of the rule, which we give now.

(Vs. P(s) = I(s)) {As.I(s) A [b](s)}c{l}
{P}{I}while bdo c{As. I(s /\ﬁl[b]] )}




(%% * An alternative correctness theorem for Hoare logic, with small-step semantics x)

Inductive step : heap * valuation * cmd -> heap * valuation *x cmd —> Prop :=
| StAssign : forall h v x e,
step (h, v, Assign x e) (h, v $+ (x, eval e h v), Skip)
| StWrite : forall h v el e2,
step (h, v, Write el e2) (h $+ (eval el h v, eval e2 h v), v, Skip)
| StStepSkip : forall h v c,
step (h, v, Seq Skip c¢) (h, v, c)
| StStepRec : forall hl vl cl h2 v2 cl' c2,
step (h1, v1, c1) (h2, v2, cl1')
-> step (h1, v1, Seq cl1 c2) (h2, v2, Seq cl' c2)
| StIfTrue : forall h v b cl c2,
beval b h v = true
-> step (h, v, If_ b c1 c2) (h, v, cl1)
| StIfFalse : forall h v b cl c2,
beval b h v = false
-> step (h, v, If_ b c1 c2) (h, v, c2)
| StWwhileFalse : forall I h v b c,
beval b h v = false
-> step (h, v, While_ I b ¢) (h, v, Skip)
| StWhileTrue : forall I h v b c,
beval b h v = true
-> step (h, v, While_ I b c) (h, v, Seq c (While_ I b c))
| StAssert : forall h v (a : assertion),
ahv
-> step (h, v, Assert a) (h, v, Skip).

https://github.com/achlipala/frap/blob/master/HoarelLogic template.v
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Definition unstuck (st : heap % valuation % cmd) :=
snd st = Skip
\/ exists st', step st st'.

Lemma hoare_triple_unstuck : forall P c Q,
{{P}} c {{Q}}
-> forall h v, Phyv
—> unstuck (h, v, c).
Proof.
induct 1; unfold unstuck; simplify; propositional; eauto.

apply IHhoare_triplel in H1.

unfold unstuck in H1l; simplify; first_order; subst; eauto.
cases X.

cases p.

eauto.

cases (beval b h v); eauto.
cases (beval b h v); eauto.
apply HO in H2.

apply IHhoare_triple in H2.
unfold unstuck in H2; simplify; first_order.

Qed.

https://github.com/achlipala/frap/blob/master/HoarelLogic template.v
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Lemma hoare_triple_step : forall P c Q,
{{P}} c {{Q}}
-> forall h v h' v' c',
step (h, v, ¢) (h', v', ¢")
-> P hv

- {{hll&vll ~> hll =hl /\ vll =vl}} CI {{O}}-

Theorem hoare_triple_invariant : forall P ¢ Q h v,
{{P}} c {{Q}}
-> P hv
-> invariantFor (trsys_of (h, v, c)) unstuck.

https://github.com/achlipala/frap/blob/master/HoarelLogic template.v
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(x A very simple example, just to show all this in action x)

Definition forever := (
L AL 1; ;
L L 1; ;

{{h&v ~> v $! "i" > 0}} =
while @ < "i" loop

it <= "i" % 2;;

"n" <= "n" + "i";;

assert {{h&v ~> v $! "n" >= 1}}
done;;

assert {{_&_~> False}}
(* Note that this last assertion implies that the program never terminates! )

)%cmd.

Theorem forever_ok : {{_&_ ~> True}} forever {{_&_ ~> False}}.
Proof.

ht.
Qed.

Theorem forever_invariant : invariantFor (trsys_of ($0, $0, forever)) unstuck.
Proof.

eapply hoare_triple_invariant.

apply forever_ok.

simplify; trivial.
Qed.

https://github.com/achlipala/frap/blob/master/HoarelLogic template.v
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In [81]: Lemma hoare_triple_unstuck : forall P ¢ Q,

{{P}} c {{Q}}

-> forallhv,Phv
-> unstuck (h, v, c).

Out[82]: Proving: hoare_triple_unstuck
1 subgoal

1/1 ——=mmm-
forall (P : assertion) (c : cmd) (Q : assertion),

1{P}} ¢ 1{Q}} >

forall (h : heap) (v : valuation), P h v -> unstuck (h, v, c)




In [82]: Proof.
induct 1; unfold unstuck; simplify; propositional; eauto.

Out[84]: Proving: hoare_triple_unstuck
4 subgoals

P, Q, R: assertion
c1,c2:cmd

H:{{P}} c1 {{Q}}
HO : {{Q}} c2 {{R}}

IHhoare_triple1 : forall (h : heap) (v : valuation),
P h v ->unstuck (h, v, c1)
IHhoare_triple?2 : forall (h : heap) (v : valuation),
Q h v -> unstuck (h, v, c2)

h : heap
v : valuation
H1:Phv



((c1;; c2)%cmd = Skip)%reset \/
(exists st' : heap * valuation * cmd, step (h, v, (c1;; c2)%cmd) st')

((when b then c1 else c2 done) = Skip)%reset \/
(exists st' : heap * valuation * cmd,
step (h, v, when b then c1 else c2 done) st')

(({{1} }while b loop c done) = Skip)%reset \/
(exists st' : heap * valuation * cmd,
step (h, v, {{I}}while b loop c done) st')

(c = Skip)%reset \/ (exists st' : heap * valuation * cmd, step (h, v, c) st')




In [84]: apply IHhoare_triple1 in H1.

- Out[85]: Proving: hoare_triple_unstuck
4 subgoals

P, Q, R: assertion
cl,c2:cmd

H: {{P}} c1 {{Q}}
HO : {{Q}} c2 {{R}}

IHhoare_triple1 : forall (h : heap) (v : valuation),
P h v -> unstuck (h, v, c1)
IHhoare_triple?2 : forall (h : heap) (v : valuation),
Q h v -> unstuck (h, v, c2)

h : heap
v : valuation
H1 : unstuck (h, v, c1)

mafiio s




In [93]: apply IHhoare_triple in H2.

Out[94]: Proving: hoare_triple_unstuck
1 subgoal

P, Q, P', Q' : assertion
c:cmd

H: {{P}} c {{Q}}
HO : forall (h : heap) (v : valuation), P'hv->Phv

H1 : forall (h : heap) (v : valuation), Qhv->Q'hv
IHhoare_triple : forall (h : heap) (v : valuation),
P h v -> unstuck (h, v, c)
h : heap
v : valuation
H2 : unstuck (h, v, ¢)

1/1 ———mmmmmm-
(c = Skip)%reset \/ (exists st' : heap * valuation * cmd, step (h, v, c) st')

In [94]: unfold unstuck in HZ; simplify; first_order.

Out[95]: Proving: hoare_triple_unstuck

No more subgoals

In [95]: Qed.



A very simple example, just to show all this in action

In [155]: Definition forever := (
"i" <_ 1;;
"n" <_ 1;;

while O < "i" loop
Ili!l <_ llill * 2;;

n" <-"n" +"i";;
assert {{h&v ~>v $! "n" >= 1}}
done;;

assert {{_&_ ~> False}}
(* Note that this last assertion implies that the program never terminates! *)
)%cmd.

Theorem forever_okf: {{_&_ ~> True}} forever {{_&_ ~> False}}.
Proof.

ht.
Qed.

Out[160]:

In [160]3 Theorem forever_invariant : invariantFor (trsys_of ($0, $0, forever)) unstuck.
Proof.
eapply hoare_triple_invariant.

apply forever_ok.
simplify; trivial.
Qed.




CHAPTER 14
Separation Logic

In our Hoare-logic examples so far, we have intentionally tread lightly when
it comes to the potential aliasing of pointer variables in a program. Generally, we
have only worked with, for instance, a single array at a time. Reasoning about
multi-array programs usually depends on the fact that the arrays don’t overlap in
memory at all. Things are even more complicated with linked data structures, like
linked lists and trees, which we haven’t even attempted up to now. However, by
using separation logic, a popular variant of Hoare logic, we will find it quite pleasant
to prove programs that used linked structures, with no need for explicit reasoning
about aliasing, assuming that we keep all of our data structures disjoint from each
other through simple coding patterns.

14.1. An Object Language with Dynamic Memory Allocation
Before we get into proofs, let’s fix a mixed-embedding object language.

Commands ¢ := Returnv |z <« ¢;c| Loop i f | Fail
| Read n | Write n n | Alloc n | Free n n




We can also define natural comparison operators between assertions, overload-
ing the usual notations for equivalence and implication of propositions.

P=Q@ = Yh heP<he@
P=@ = VYh heP=heQ@
The core connectives satisfy a number of handy algebraic laws. Here is a
sampling.
¢—>(P=Q) ¢ P=Q ¢
Px|p|=Q P=Q=x|¢] P<|¢p]|=P

P=P Qi =Q
PxQ&eQ=+«P Px(Q+xR)<= (PxQ)*xR Pi+*Q1= Py*Q2

V. Plz) = Q P = Q(v)
(Px3z.Q(z)) © 3z. PxQ(x) (3z. P(z)) = Q P = dz.Q(x)
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" Kami: A Platform for High-Level
Parametric Hardware Specification and

Its Modular Verification”


http://adam.chlipala.net/papers/KamiICFP17/KamiICFP17.pdf
https://github.com/sifive/Kami

Verify software programs with proof
assistants

(1)Implement the program in the functional
programming language built into the proof
assistant.

(2) In a rich higher-order logic, state the most
natural correctness theorem for the program.

(3)Prove the theorem using scripts of tactics for
proof steps at different levels of granularity,
saving the user from tedious details while still
giving an opportunity to spell out the key insights
manually.

(4)Use extraction to translate the program to a
language like OCaml automatically, and from

here use standard development tools to
compile and run it.



What is Kami?


https://github.com/sifive/Kami

What is Kami

Kami is an umbrella term used to denote the following: .
A Cog-based DSL for writing hardware designs .

A compiler for translating said hardware designs into
Verilog .

A simulator for said hardware designs, by generating an
executable in Haskell, using user-defined functions to drive
inputs and examine outputs for the hardware design .

A formal definition of the semantics of the DSL in Cogq,
including a definition of whether one design implements
another simpler design, i.e. whether an implementation
adheres to its specification .

A set of theorems or properties about said semantics,
formally proven in Coqg . A set of tactics for formally proving

that an implementation adhere to its specification


https://en.wikipedia.org/wiki/Coq

What is Kami

In Kami, one can write generators, i.e. functions that
generate hardware when its parameters are specified, and
can prove that the generators are correct with respect to
their specification.

Unlike traditional model-checking based approaches, the
ability to prove theorems involving higher-order logic in Coq
enables one to easily prove equivalence between a
generator and its specification.

The semantics of Kami was inspired by Bluespec
SystemVerilog. The original version of Kami was developed
in MIT. Based on the experience of developing and using
Kami at MIT, it was rewritten at SiFive to make it practical

to build provably correctchips.



http://wiki.bluespec.com/
http://plv.csail.mit.edu/kami/papers/icfp17.pdf

Semantics of Kami: an informal overview
Module

Any hardware block or module is written as a set of registers
representing the state of the block, and a set of rules.

The behavior of the module is represented by a sequence of
execution of rules. Rules execute by reading and writing the
state atomically, i.e. when one rule is executing, no other
rule executes. During its execution, a rule can also interact
with the external world by calling methods, to which the rule
supplies arguments (an output from the module), and takes
back the result returned by the external world (an input to
the module). Once a rule finishes execution, another rule is
picked non-deterministically and is executed, and so on.




Semantics of Kami: an informal overview
implementationtspecification

A module A is said to implement a specification module B if,
during every rule execution in A, if the rule calls any
methods, then these methods (along with their arguments
and return values) are the same as those called by some
rule execution in B, and this property holds for every
sequence of rule executions in A. Note that the return values
are functions of the external world; we assume that the
same value can be returned by the external world if the
same method is called with the same argument in

both A and B. The methods along with their arguments and
return values that are called in a rule’s execution are called
a label, and the sequence of labels corresponding to the
sequence of rule execution is called a trace. The above
definition of A implementing B can be rephrased as follows:

any trace that can be produced by A can also be produced
by B. We call this property Trace Inclusion.
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Producer €2a—)LMDEZE

Module: producer

ﬂegister:”data"\

Variable:data

sendi
Write "data" <- #data + $1



Producer €21 —J)LDEE

Definition producer : =
MODULE {
Register "data" : Bit 32 (* type *) <- Default (* initial value *)

with Rule "produce" :=
Read data <- "data";
(* Explicit actions are required to read values of registers into
local variables. *)

Call (MethodSig "send" (Bit 32 (* parameter type *)): Void (*
return type*)) (#data) (* using [#] to read from variables *);

(* Note embedding of a type assumption for the function
being called, not just its name. *)

Write "data" <- #data + $1 (* using [$] for a literal expression
*);
Retv
.



consumer £ 21— )LDELE

Module: consumer

4 A

Variable:data extCall




consumer 2 a1—)LND=EIEE

(** For proof automation, it is recommended to register module
definitions to "ModuleDefs". *)

Hint Unfold producer : ModuleDefs.

(** Consumer only has one method, which takes the data sent by
Producer and calls an external function with the data. *)

Definition consumer : =
MODULE {
Method "send" (data: Bit 32): Void : =
Call (MethodSig "extCall" (Bit 32): Void) (#data);
Retv



producert>a—JLéconsumer > a1—JL

Module: producer Module: consumer
ﬂegister:”data"\ / \
Variable:data Variable:data extCall
........................... } FessssssssssssssssEssnsnnar
#data #data
s P P
sendf%

Write "data" <- #data + $1



producert>a—JlLéconsumer E>a1—JL D
EEZHH A TproducerConsumerIlmpl#
£5

Definition producerConsumerImpl := (producer ++ consumer)%kami.

Module: producerconsumerImpl

/ﬂegister: ”data"\ / \\
Variable:data Variable:data extCall
. #data . #data

sendi
Write "data" <- #data + $1




producerConsumerImpl® 4%
producerConsumerSpecx &<

Module: producerconsumerSpec

ﬂegister: ”datzh

Variable:data extCall
:  #data
k N isesssssssssssEsssssnsnEs / Send
sendi%

Write "data" <- #data + $1



producerConsumerImpl® 4%
producerConsumerSpecx£<

Definition producerConsumerSpec :=

MODULE {
Register "data" : Bit 32 <- Default

with Rule "produce_consume" :=

Read data <- "data";
Call (MethodSig "extCall" (Bit 32): Void) (#data);

Write "data" <- #data + $1;
Retv



& producerConsumerImpll.
{t#kproducerConsumerSpec#
EELI-LONEFIVITH

RDEEEHAT S,

Theorem producer_consumer_refinement:
producerConsumerImpl <<== producerConsumerSpec.

Proof.

(RDR—L)
Qed.

SHALEATE D,



Theorem producer_consumer_refinement:

Theorem producer_consumer_refinement:
producerConsumerImpl <<== producerConsumerSpec.
Proof.
kinline_left implInlined.
(* Inlining: replace internal function calls in [impl]. *)

kdecompose_nodefs producer_consumer_regMap
producer_consumer_ruleMap.

(* Decomposition: consider all steps [impl] could take, requiring
that each be matched appropriately in [spec]. *)

kinvert.

(* Inversion on the took-a-step hypothesis, to produce one new
subgoal per [impl] rule, etc. *)

kinv_magic_light.

(* We have only one case for this example (for the one rule), and
it's easy. *)
Qed.
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Volume 3

Verified Functional Algorithms shows how a
variety of fundamental data structures can
be specified and mechanically verified.

SOFTWARE

Verified Functional

by Andrew W. Appel

QuickChick: Property-Based Testing in Coq
introduces tools and techniques for
combining randomized property-based

testing with formal specification and proof

in the Coq ecosystem.

SOFTWARE

QuickChick :
Propem Testing in Coq
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Under the spell of Leibniz's Dream
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1. When exhaustive testing is impossible —i.e.,
almost always— our trust can only be based on
proof (be it mechanized or not).

2. A program for which it is not clear why we should
trust it, is of dubious value.

3. A program should be structured in such a way that
the argument for its correctness is feasible and not
unnecessarily laborious.

4. Given the proof, deriving a program justified by it,
is much easier than, given the program,
constructing a proof justifying it.
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O if the University is not careful, external forces, which do
make the distinction, will drive a wedge between "theory"
and "practice” and may try to banish the "theorists" to a
ghetto of separate departments and separate buildings.

O A simple extrapolation will tell us that in due time the
isolated practitioners will have little to apply; this is well-
known, but has never prevented the financial mind from
killing the goose that lays the golden eggs. The worst
thing with institutes explicitly devoted to applied science
is that they tend to become institutes of second-rate
theory.

O I grew up with an advice of my grandfather's: "Devote
yourself to your most genuine interests, for then you will
become a capable man and a place will be found for you.".

We were free not to try to become rich (which for
mathematicians was impossible anyhow).
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O About 10 years ago I tried to make up my mind on the
question whether Computing Science could save the
computer industry, and my conclusion was negative;
since then I felt it my duty to try to prevent the computer
industry from killing Computing Science, but I doubt that
I have been successful....

[0 The ALGOL implementation was one of my proudest
achievements. Its major significance was that it was done
in 8 months at the investment of less than 3 man-years.
The rumour was that IBM's FORTRAN implementation had
taken 300 man-years and thus had been a project in size
way beyond what a university could ever hope to
undertake.




[0 The advent of more powerful and —what people
sometimes forget— much more reliable computers invited
many ambitious projects at all sorts of places. Some were
successful, some were overambitious, all of them drove
home the message that such systems could easily get so
complicated as to become intellectually unmanageable
and, hence, no longer trustworthy. These were serious
concerns, which led to a number of observations and
conclusions. I mention a few.
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[0 Considerations like the above gave rise to my "Notes on
Structured Programming (from 1969) and C.A.R.Hoare's
"Notes on Data Structuring" (from 1970). It is hard to
quantify influence, but I think they have been seminal
papers. People don't refer to them anymore, many
haven't even read them, but the message has not been
forgotten, it has been absorbed. [For your information,
the book containing both texts is still in print; for 1999,
our worldwide sales were 4 copies.|]

O In short, programming was viewed as a perhaps painful
but simple, low-level task. Needless to say, this confusion
between the score and the composition led to an
underestimation of the intellectual challenges
programming presents.




[0 Secondly, there was the widely spread belief that, once
we had the right, sufficiently powerful programming
language, programming would be so easy that everybody
could do it.

[0 The forces to play down the difficulty of programming
were just too strong. I mentioned the sense of "popular
justice" of the democratization movement that felt that
everybody should be able to program. Then there was the
religion at Xerox PARC that it should all be so natural that
toddlers would love to do it. Then there was COBOL's
creed that if your programming language was similar
enough to English, even officers would be able to
program.




O A major force was IBM, which wanted to sell hardware
and hence was eager to present its machines as solutions
rather than as the source of new problems. Finally, the
prejudices of management did not allow industrial
programming to be viewed as difficult: in the first half of
the century, it had become a management goal to
organize for the sake of stability the industrial enterprise
in such a fashion that it would be as independent as
possible of the competence of individual employees, with
the result that in the second half of the century the mere
suggestion that even industrial programming could
require brains was blasphemy. For a while, the "deskilling
of the programmer" was a hot topic.




O The prevailing attitude was reflected in the creation of
two literary figures —admittedly of rather poor
literature,but nevertheless of great paralyzing power—,
viz. "the average programmer" and "the casual user"”. Up
to these days, academic research in programming
methodology has been supposed to respect the severe
intellectual limitations of these fictitious morons;
consequently any proposal that required any further
education of the programming person was out. Academia
has suffered, for programming methodology could not
flourish as a research topic in a world in which it was
considered irrelevant. For many a university, this has
been a great loss; here and there the situation might be
improving, but it is a slow process.




Leibniz

O I stayed with Burroughs Corporation for 11 wonderful and
very productive years, my primary charter being to do my
own thing.

OO0 It was too good to last, and it did not. After the company
had changed its CEOQ, it rapidly lost interest in science and
technology, and the groups with which I had built up my
relations disbanded the one after the other.

O As far as I know, Gottfried Wilhelm Leibniz, who lived
from 1646 to 1716, has been the first to tackle effective
reasoning as a technical problem. As a youngster of 20
years of age he conceived, possibly inspired by the work
of Descartes, a vision of reasoning as applying a calculus.




O Like modern computing scientists, he invented impressive
names for what had still to be invented, and, for good
reasons not overly modest, he called his system no more
and no less than "Characteristica Universalis". And again
like modern computing scientists, he grossly
underestimated the time the project would take: he
confidently prophesied that a few well-chosen men could
do the job in five years, but the whole undertaking was at
the time of such a radical novelty that even the genius of
Leibniz did not suffice for its realization, and it was only
after another two centuries that George Boole began to
realize something similar to the subsystem that Leibniz
had called the "calculus raticinator”.




[0 Let me quote from E.T.Bell young Leibniz's description of
what he was aiming at:

B "a general method in which all truths of the reason
would be reduced to a kind of calculation. At the same
time this would be a sort of universal language or
script, but infinitely different from all those projected
hitherto; for the symbols and even the words in it
would direct reason; and errors, except those of fact,
would be mere mistakes in calculation.”

OO0 I think it absolutely astounding that he foresaw how "the
symbols would direct the reasoning”, for how strongly
they would do so was one of the most delightful
discoveries of my professional life.




O Hilbert's revolution was in any case to redefine "proof" to
become a completely rigorous notion, totally different
from the psycho/sociological "A proof is something that
convinces other mathematicians.". A major shortcoming
of the latter view is that it gives no technical guidance for
proof design and makes it very difficult to teach that kind
of mathematics. Yet, or perhaps for this reason, many of
the more conservative mathematicians still cling to this
form of consensus mathematics; they will even vigorously
defend their informality.




[0 During Hilbert's life, Leibniz's Dream, by and large, just
stayed a dream. People viewed formal proofs as an
interesting theoretical possibility or an unrealistic
idealization, and they would regard their own proof as a
usually sufficient sketch of a formal argument. They
would even assure you that, if you insisted, they could
formalize their informal argument, but how often that
claim was valid is anybody's guess.




[0 Parts of Leibniz's Dream became reality, and it is quite
understandable that this happened mostly in
Departments of Computing Science, rather than in
Departments of Mathemetics. Firstly, the computing
scientists were in more urgent need of such calculational
techniques because, by virtue of its mechanical
interpretability, each programming language is eo ipso a
formal system to start with. Secondly, for the
manipulation of uninterpreted formulae, the world of
computing provided a most sympathetic environment
because we are so used to it: it is what compilers and
theorem provers do all the time! And, finally, when the
symbol manipulation would become too labour-intensitive,
computing science could provide the tools for mechanical

assistance. In short, the world of computing became
Leibniz's home; that it was my home as well was my luck.






Symbolic thought

Leibniz believed that much of human reasoning could
be reduced to calculations of a sort, and that such
calculations could resolve many differences of

opinion:

The only way to rectify our reasonings is to make
them as tangible as those of the Mathematicians,
so that we can find our error at a glance, and when
there are disputes among persons, we can simply
say. Let us calculate [calculemus], without further
ado, to see who is right.[Z21]

https://en.wikipedia.org/wiki/Gottfried Wilhelm Leibniz
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Leibniz's calculus ratiocinator, which

resembles symbolic logic, can be viewed as a way of
making such calculations feasible. Leibniz wrote
memorandal®?l that can now be read as groping
attempts to get symbolic logic—and thus

his calculus—off the ground. These writings remained
unpublished until the appearance of a selection edited
by C.I. Gerhardt (1859). L. Couturat published a
selection in 1901; by this time the main
developments of modern logic had been created

by Charles Sanders Peirce and by Gottlob Frege.
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Leibniz thought symbols were important for human
understanding. He attached so much importance to
the development of good notations that he attributed
all his discoveries in mathematics to this. His notation
for calculus is an example of his skill in this regard.
Peirce, a 19th-century pioneer of semiotics, shared
Leibniz's passion for symbols and notation, and his
belief that these are essential to a well-running logic
and mathematics.
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But Leibniz took his speculations much further.
Defining a character as any written sign, he then
defined a "real” character as one that represents an
idea directly and not simply as the word embodying
the idea. Some real characters, such as the notation
of logic, serve only to facilitate reasoning. Many
characters well known in his day, including Egyptian
hieroglyphics, Chinese characters, and the symbols
of astronomy and chemistry, he deemed not
real.l2ll Instead, he proposed the creation of

a characteristica universalis or "universal
characteristic”, built on an alphabet of human

thought in which each fundamental concept would be

représented by a unique "real" character:
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It is obvious that if we could find characters or
signs suited for expressing all our thoughts as
clearly and as exactly as arithmetic expresses
numbers or geometry expresses lines, we could do
in all matters insofar as they are subject to
reasoning all that we can do in arithmetic and
geometry. For all investigations which depend on
reasoning would be carried out by transposing
these characters and by a species of calculus.82]



https://en.wikipedia.org/wiki/Gottfried_Wilhelm_Leibniz

Complex thoughts would be represented by
combining characters for simpler thoughts. Leibniz
saw that the uniqueness of prime

factorization suggests a central role for prime
numbers in the universal characteristic, a striking
anticipation of Godel numbering. Granted, there is no
intuitive or mnemonic way to number any set of
elementary concepts using the prime numbers.
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Because Leibniz was a mathematical novice when he
first wrote about the characteristic, at first he did not
conceive it as an algebra but rather as a universal
language or script. Only in 1676 did he conceive of a
kind of "algebra of thought”, modeled on and
including conventional algebra and its notation. The
resulting characteristic included a logical calculus,
some combinatorics, algebra, his analysis

situs (geometry of situation), a universal concept
language, and more.
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What Leibniz actually intended by his characteristica
universalis and calculus ratiocinator, and the extent
to which modern formal logic does justice to calculus,
may never be established.23! Leibniz's idea of
reasoning through a universal language of symbols
and calculations remarkably foreshadows great 20th-
century developments in formal systems, such

as Turing completeness, where computation was used
to define equivalent universal languages (see Turing
degree).
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Calculus ratiocinator

[0 The Calculus ratiocinator is a theoretical
universal logical calculation framework, a concept
described in the writings of Gottfried Leibniz,
usually paired with his more frequently
mentioned characteristica universalis, a universal
conceptual language.

https://en.wikipedia.org/wiki/Calculus ratiocinator
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The analytic view

The received point of view in analytic philosophy and
formal logic, is that the calculus

ratiocinator anticipates mathematical logic—an "algebra of
logic".l1l The analytic point of view understands that

the calculus ratiocinator is a formal inference

engine or computer program, which can be designed so as
to grant primacy to calculations. That logic began

with Frege's 1879 Begriffsschrift and C.S. Peirce's writings
on logic in the 1880s. Frege intended his "concept script” to
be a calculus ratiocinator as well as a lingua characteristica.
That part of formal logic relevant to the calculus comes
under the heading of proof theory. From this perspective
the calculus ratiocinator is only a part (or a subset) of

the universal characteristic, and a complete universal

characteristic includes a "logical calculus”.
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The synthetic view

The synthetic view understands the calculus
ratiocinator as referring to a "calculating machine”.
The cybernetician Norbert Wiener considered
Leibniz's calculus ratiocinator a forerunner to the
modern day digital computer:

The history of the modern computing machine goes back to
Leibniz and Pascal. Indeed, the general idea of a computing
machine is nothing but a mechanization of Leibniz's
calculus ratiocinator. (Wiener 1948: 214)
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...liIke his predecessor Pascal, [Leibniz] was interested in
the construction of computing machines in the Metal. ...
just as the calculus of arithmetic lends itself to a
mechanization progressing through the abacus and the
desk computing machine to the utra-rapid computing
machines of the present day, so the calculus ratiocinator of
Leibniz contains the germs of the machina ratiocinatrix, the
reasoning machine (Wiener 1965: 12)




