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If computers that you build are quantum,

Then spies everywhere will all want ‘em.

Our codes will all fail,

And they’ll read our email,

Till we get crypto that’s quantum, and daunt ‘em.

— Jennifer and Peter Shor



To read our E-mail, how mean

of the spies and their gquantum machine;
be comforted though,

they do not yet know

how to factorize twelve or fifteen.

— Volker Strassen



Unfortunately, the growth of elliptic curve use has
bumped up against the fact of continued progress
in the research on quantum computing, which has
made it clear that elliptic curve cryptography is
not the long term solution many once hoped it
would be. Thus, we have been obligated to
update our strategy.

-- NSA



I estimate a 1/7 chance of breaking RSA-2048 by
2026 and a 1/2 chance by 2031.

-- Michele Mosca
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Lorenz SZ42

The Lorenz SZ machines had 12
wheels each with a different
number of cams (or "pins").

https://en.wikipedia.org/wiki/Lorenz cipher
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Colossus (=> Lorents SZ42)
J ‘q’\ e > RMHCYN .

>

y
‘n el My

; https://en.wikipedia.org/wiki/Colossus computer

o, e Sy b AR ESY . B «s B - ™AV R .o



https://en.wikipedia.org/wiki/Colossus_computer

HZA Purplefg&

Type B Cipher Machine", codenamed Purple by the United States,
was a encryption machine used by the Japanese Foreign Office
from February 1939 to the end of World War II.

https://en.wikipedia.org/wiki/Type B Cipher Machine
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Godel
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DD, T—TILD, [FEAEZEIZ. BIREDFREZINELTLNAS
EhHh b,

D, —BDREFIEOETOAFITHLT. ETOEAHMIC
DT, REN(RE=EZFDH) OFDEEANHEIME DI EFRTE
T HCEERREIZT HAFa—) T %A, BHEICEEST HEMN
TE5DITEALNTY,

DN NERETADIZTLELETHRATIYTDHZEY(F, n)&

L. [HEDFIZDULT] ¢(n)=maxyw(F, n)ELELELS. BIREIE.
RIEEI T, Q(N)MEDLLWNWRREIZKELELDIZHEAEMT
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FalE, [nEFHILILEEHKIZDONT] o(n) = Kn THAZ
EHETRTCENTEET [ p(N)IE. ND—RHKLYKRELVELYD
Z&. ] ERIC. ETERIAY KnIZLeFI T B (Ff=(ZKnA2(Z Lk
Bl %) TN ERIZHT=ELIZEE [[HEXFIIHLTRES
NDOFDEEEANHEZNEIM ? JEVLSEI-ED . nD—RA FE =&
ZRKIZHHT HEEEITREITAEL]  CITIEKRRIZEEL
$ERAL =59 EITHBYET,

DFY., FREME-EIDEERAAIREMEIZE D05 T . YeshHNo
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HEBND., ZDDFRMp,qDIETRENDHELED,
FlZ X, N=99400891 M54 . NIZFEE 9967£9973MFET
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) (0

N = P X (

99400891 29967 x 9973

ZDFE NDOZERBE RKOHAEITHLL,
D, aZBHNTTNIZZAZ EDFREEILPELLY,
FRICKEGHNERSE NELAFLIZELTH. TDORERHpP,




BIZ L, RD220T D DEREEKDHDITEEL
LVRSA Factoring Challenge(20074&(2# T ) A
5

RSA-220 =
226013852620340578494165404861019751350803891571
977671832119776810944564181796667660859312130658
257725063156288667697044807000181114971186300211
248792819948748206607013106658664608332798280356
0379205391980139946496955261

S A290 ‘ EELLY f ZLL

686365641226756627438237149928843780013084223997
916484462124499332154106144146426679382136442084
20192054999687 X
329290743948634981204930154921293529191645519653
623395246268605116929034930946524633378248663907
38191765712603

http://bit.ly/2WI1]oM
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Whitfield Diffie, Martin Hellman
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.Ai’rivate
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private key
Aliceld., AFHF—EMEXF—DZDOD Aliceld. Bobh™o D AvtE—2%

RTEERT B B OWMEX—ZERAVTESRI D,



E=F&E4 Digital signatures
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private key 172,/ W a3,

l BoblZ. AliceMb D Aytz—IhY
‘/h EFTHIZELEZHEN DD AIZ,
g AliceDNEF—ZRALT., EHA7
Verify =
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RSARES 19774

Ron Rivest, Adi Shamir, Leonard Adleman

O REGHROERBDOZRRAM T EIEEG_ETFIA,

O F9 . BHALTEEZEH e(BEIT/NILGEL, 65537 (= 216 +
1) N&ELEDLND) EFBIRT 5, FT=. KEGT2DDHRH
{p, q} EERKL. TNoDIE n (=pg) £KHT. {e, n} &
EXDEFILIZERT 8 (NFHE) ET 5,

O 270FH {p, q} (X.BEXDESIZHERTHE FBZEE)
d DERIZHFERAL BZEIZRET S,

d=e"! (mod (p—1)(¢—1))



RSARE S/ A —BSIZIEXETELL
*g%&j':éhf:%Jb
1970-1974 Ellis-Cocks-Williamson

In 1970, James H. Ellis, a British cryptographer at the

UK Government Communications Headquarters(GCHQ),
conceived of the possibility of "non-secret encryption", (now
called public key cryptography), but could see no way to
implement it.[21 In 1973, his colleague Clifford

Cocks implemented what has become known as the RSA
encryption algorithm, giving a practical method of "non-
secret encryption”, and in 1974, another GCHQ
mathematician and cryptographer, Malcolm J. Williamson,
developed what is now known as Diffie-Hellman key
exchange. The scheme was also passed to the

USA's National Security Agency.[191 With a military focus and
low computing power, the power of public key cryptography
was unrealised in both organisations:

https://en.wikipedia.org/wiki/Public-key cryptography



https://en.wikipedia.org/wiki/James_H._Ellis
https://en.wikipedia.org/wiki/Government_Communications_Headquarters
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Clifford_Cocks
https://en.wikipedia.org/wiki/RSA_(cryptosystem)
https://en.wikipedia.org/wiki/Malcolm_J._Williamson
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
https://en.wikipedia.org/wiki/National_Security_Agency
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography

RSARE S/ AR —IESIZIEEITEAL
GCHQ pioneers on birth of public key
crypto

Two men who played a role in developing public key
cryptography, Clifford Cocks and Ralph Benjamin, talk to
ZDNet UK about the invention of the important encryption
technique

Public key cryptography is widely used to secure online
transactions. The maths behind the technology was invented
by UK Government Communications Headquarters scientists
in the late 1960s and early 1970s.

The discovery was kept secret to avoid revealing how closely
Government Communications Headquarters (GCHQ) was
working with the US National Security Agency (NSA) at the
time. The breakthrough by GCHQ scientists James Ellis,
Clifford Cocks and Matthew Williamson only came to light in
1997, when their work was declassified.

https://zd.net/2wwmaAl
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NP-hard

Hamilton cycle
Steiner tree
Graph 3-coloring
Satisfiability
Maximum clique

Matrix permanent
Halting problem

Factoring
Graph isomorphism

Graph connectivity
Primality testing

Matrix determinant
Linear programming
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Chh, RSAEENERETHD.

At SO0 24
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Recursive Language

“"Merge” is recursive ,
Recursively Enumerable (Type-0)

Context-Sensilive (Type-1)

Context-Free (Type-2)

recursively enumerable

/

.' %ntext-sensmve

,' / LL(1)
( ( context free

\ | Regular {Type-3) \

reqular

E ‘\=I:Il:|

Mildly Context SenS|t|ve Languages



Chomsky HierarchylZBE{& 9 5 Z<DREIRE(X.
PSPACE-complete problemsT#H %

® Word problem for context-sensitive language
Intersection emptiness for an unbounded number
of regular languages

Regular expression star freeness
Equivalence problem for regular expressions

® Emptiness problem for regular expressions with
intersection.

® Equivalence problem for star-free regular
expressions with squaring.

https://g00.gl/XZIJYF5 https://goo.gl/hXveKm
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how a sentence such as (3.1) is analyzed
in real time?

whom will she see — ?

(3.1)  (@o“q")(qij'm")ms(io’) — q

Dl =N

whom : qo“q’,

whom will : qo** qeq jirt — qoYyint,

whom will she : qéegjew‘)ﬂ — qo*j’.

whom will she see : qéwl io! - qo%“d’ — q
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https://www.marulabo.net/docs/20180927-kadokawa/
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Upper and lower bounds
on the power of QTMs

0 Theorem 1 P < BQP

[0 Theorem 2 BPP < BQP

0 Theorem 3 BQP < PSPACE
[0 Theorem 5 BQP c P#P

[0 Fourier Sampling and the power of QTMs

In this section we give evidence that QTMs are
more powerful than bounded error probabilistic TMs.
We define the recursive Fourier sampling problem

which on input the program for a boolean function
takes on value 0 or 1. We show that the recursive
Fourier sampling problem is in BQP.



Basic properties of BQP

EXP
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BQP (Bounded-Error Quantum Polynomial-Time): The class
of problems solvable efficiently by a quantum computer,
defined by Bernstein and Vazirani in 1993

Shor 1994: Factoring integers is in BQP

NP




Manindra Agrawal

PRIMES is in P

Manindra Agrawal,
Neeraj Kayal,
Nitin Saxena
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https://www.cse.iitk.ac.in/users/manindra/algebra
/primality v6.pdf



https://www.cse.iitk.ac.in/users/manindra/algebra/primality_v6.pdf

Since the beginning of complexity theory in the
1960s—when the notions of complexity were
formalized and various complexity classes were
defined—this problem (referred to as the primality
testing problem) has been investigated intensively. It
is trivial to see that the problem is in the class co-NP:
if n is not prime it has an easily verifiable short
certificate, viz., a non-trivial factor of n. In 1974,

Pratt observed that the problem is in the class NP too
[Pra’75] (thus putting it in NP n co-NP).

The ultimate goal of this line of research has been, of
course, to obtain an unconditional deterministic
polynomial-time algorithm for primality testing.
Despite the impressive progress made so far, this
goal has remained elusive. In this paper, we achieve
this.
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Post-Quantum Cryptography Time Line

Feb 24-26, NIST Presentation at PQCrypto

2016

April 28,
2016

Dec 20,
2016

Nov 30,
2017

Dec 4,
2017

Dec 21,
2017

2016: Announcement and outline of NIST's Call
for Submissions (Fall 2016), Dustin Moody

NIST releases NISTIR 8105, Report on Post-
Quantum Cryptography

Formal Call for Proposals

Deadline for submissions

NIST Presentation at AsiaCrypt 2017: The Ship
Has Sailed: The NIST Post-Quantum Crypto
"Competition"”, Dustin Moody

Round 1 algorithms announced (69 submissions
accepted as "complete and proper")



https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/pqcrypto-2016-presentation.pdf
https://csrc.nist.gov/publications/detail/nistir/8105/final
https://csrc.nist.gov/news/2016/public-key-post-quantum-cryptographic-algorithms
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/asiacrypt-2017-moody-pqc.pdf
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions

Post-Quantum Cryptography Time Line

Apr 11, 2018 NIST Presentation at PQCrypto 2018: Let's Get
Ready to Rumble - The NIST PQC
"Competition"”, Dustin Moody

April 11-13, First PQC Standardization Conference -

2018 Submitter's Presentations

January 30, Second Round Candidates announced (26
2019 algorithms) NISTIR 8240

March 15, Deadline for updated submission packages for
2019 the Second Round

August 22-24, Second PQC Standardization Conference
2019

2020/2021 Round 3 begins or select algorithms
2022/2024 Draft Standards Available


https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/PQCrypto-April2018_Moody.pdf
https://csrc.nist.gov/events/2018/first-pqc-standardization-conference
https://csrc.nist.gov/news/2019/pqc-standardization-process-2nd-round-candidates

NSA
Commercial National Security
Algorithm Suite


https://apps.nsa.gov/iaarchive/programs/iad-initiatives/cnsa-suite.cfm
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Algorithm

Function

Specification

Advanced Encryption
Standard (AES)

Symmetric block cipher

used for information
protection

FIES Pub 197

Parameters

Use 256 bit keys to
|protect up to TOP
SECRET

Elliptic Curve Diffie-
Hellman (ECDH) Key
Exchange

Asymmetric algorithm
lused for key
lestablishment

NIST SP 800-56A

|Use Curve P-384 to
|protect up to TOP
SECRET.

|[Elliptic Curve Digital
Signature Algorithm
(ECDSA)

Asymmetric algorithm
lused for digital
signatures

FIPS Pub 186-4

|Use Curve P-384 to
Iprotect up to TOP
SECRET.

Secure Hash
Algorithm (SHA)

Algorithm used for
computing a condensed
representation of
information

FIPS Pub 180-4

|Use SHA-384 to

|protect up to TOP
SECRET.




|Diffie-Hellman (DH)
Key Exchange

Asymmetric algorithm
lused for key
lestablishment

IETF RFC 3526

Minimum 3072-bit
|modulus to protect
up to TOP SECRET

lused for digital
signatures

IRSA Asymmetric algorithm [NIST SP 800-56B rey [Minimum 3072-bit
|lused for key 1 |modulus to protect
lestablishment up to TOP SECRET

IRSA Asymmetric algorithm |[FIPS PUB 186-4 Minimum 3072 bit-

|modulus to protect
up to TOP SECRET.
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NISTIR 8105
"Report on Post-Quantum
Cryptography”


https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8105.pdf

NISTIR 8105

Report on Post-Quantum Cryptography

Lily Chen

Stephen Jordan
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Impact of Quantum Computing on
Common Cryptographic Algorithms

Cryptographic Algorithm Type Purpose Impact from large-scale
quantum computer
AES Symmetric key | Encryption Larger key sizes needed
SHA-2, SHA-3 | = Hash functions | Larger output needed
RSA Public key Signatures, key [§No longer secure
establishment

ECDSA, ECDH Public key Signatures, key [§No longer secure
(Elliptic Curve exchange
Cryptography)
DSA Public key Signatures, key [§No longer secure

(Finite Field Cryptography)

exchange
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Lattice-based cryptography
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Code-based cryptography
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Multivariate polynomial cryptography
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Hash-based signatures
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NISTIR 8240

“Status Report on the First Round of
the NIST Post-Quantum Cryptography
Standardization Process”


https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8240.pdf
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Feb 24-26, NIST Presentation at PQCrypto

2016

April 28,
2016

Dec 20,
2016

Nov 30,
2017

Dec 4,
2017

Dec 21,
2017

2016: Announcement and outline of NIST's Call
for Submissions (Fall 2016), Dustin Moody

NIST releases NISTIR 8105, Report on Post-

Quantum Cryptography
Formal Call for Proposals

Deadline for submissions

NIST Presentation at AsiaCrypt 2017: The Ship
Has Sailed: The NIST Post-Quantum Crypto
"Competition"”, Dustin Moody

Round 1 algorithms announced (69 submissions
accepted as "complete and proper")



https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/pqcrypto-2016-presentation.pdf
https://csrc.nist.gov/publications/detail/nistir/8105/final
https://csrc.nist.gov/news/2016/public-key-post-quantum-cryptographic-algorithms
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/asiacrypt-2017-moody-pqc.pdf
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions

Apr 11, 2018 NIST Presentation at PQCrypto 2018: Let's Get
Ready to Rumble - The NIST PQC
"Competition"”, Dustin Moody

April 11-13, First PQC Standardization Conference -

2018 Submitter's Presentations

January 30, Second Round Candidates announced (26
2019 algorithms) NISTIR 8240

March 15, Deadline for updated submission packages for
2019 the Second Round

August 22-24, Second PQC Standardization Conference
2019

2020/2021 Round 3 begins or select algorithms
2022/2024 Draft Standards Available

SHOFE


https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/PQCrypto-April2018_Moody.pdf
https://csrc.nist.gov/events/2018/first-pqc-standardization-conference
https://csrc.nist.gov/news/2019/pqc-standardization-process-2nd-round-candidates

Round 2 Submissions

Public-key Encryption and Key-establishment
Algorithms

BIKE /Classic McEliece /CRYSTALS-KYBER /
FrodoKEM /HQC /LAC /LEDAcrypt /NewHope /
NTRU /NTRU Prime /NTS-KEM /ROLLO /Round5
/RQC /SABER /SIKE /Three Bears

17¢
Digital Signature Algorithms

CRYSTALS-DILITHIUM /FALCON /GeMSS / LUOV
/MQDSS /Picnic /qTESLA /Rainbow / SPHINCS+

9

http://bit.ly/2W91xz3
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NIST
Presentation at PQCrypt



NIST
Presentation at AsiaCrypt 2016:

Post-Quantum Cryptgraphy:
NIST’s Plan for the Future


https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/pqcrypto-2016-presentation.pdf

Post-Quantum Cryptography:
NIST’s Plan for the Future

Dustin Moody
Post Quantum Cryptography Team
National Institute of Standards and Technology (NIST)




The sky is falling?

» When will a quantum computer be built?
15 years, $1 billion USD, nuclear power plant
(PQCrypto 2014, Matteo Mariantoni)

b Impact
Public key crypto:
-—RSA
oA
) E.”'B. o .EH"E Cryptograpay (ECDS/A)
A IEI'IE"FE'E IIIIEIIdI - yplteglapllny (BSA)
 Symmetric key crypto:
- AES Need larger keys
+ Triple DES Need larger keys

> Hash functions:
- SHA-1, SHA-2 and SHA-3 Use longer output




How soon do we need to worry?

» How long does encryption need to be secure (x years)

» How long to re-tool existing infrastructure with quantum safe
solution () years)

» How long until large-scale quantum computer is built (= years)

Theorem (Mosca): If x + > ~, then worry

What do we do here??
l_._\

secret keys revealed
>

time

NSA is transitioning in the “not too distant” future <https://www.iad.gov/iad/programs/iad-initiatives/cnsa-suite.cfm>
European PQCrypto project

ETSI work

IETF - hash-based signature RFC’s

NIST report — <http://csrc.nist.gov/publications /drafts /nistir-8105 /nistir_8105_draft.pdf>

>
>
>
>
>




Timeline

» Fall 2016 - formal Call For Proposals
» Nov 2017 - Deadline for submissions
» 3-5 years - Analysis phase

> NIST will report its findings
» 2 years later - Draft standards ready

» Workshops
- Early 2018 - submitter’s presentations
> One or two during the analysis phase




Conclusion

» NIST is calling for quantum-resistant algorithms

- We see our role as managing a process of achieving
community consensus in a transparent and timely
manner

> Different from (but similar to) AES/SHA-3 competitions
» We don’t have all the answers
» Wanted: Postdocs, guest researchers at NIST

» We would I|ke publlc feedback
o Email: pgc-comments@nis
- PQC forum: pqc forum@nlst gov




XE: F L2 DIVEDOESEMTA., MIEFNTHLTIZLLVD?
VE EFIAVE1—2DHEIIHABEESAITZEEETHD
[Z

AT LD ?
2 KRG EFAVE 31— 3N BEINBIETHENNEIN ?

Moscad)EH:
x+y>z /35, B */ZTAld:ﬁEib*Lé




19844 ~20075 23FRARN

19584E~19864F 284RIARN

FE

,—

17T

2024%F

FEITH

2004 4F ~

e,

AAOOO0O00AA

£

S ?

TH

LN DFE

h%

S
oV

-
=
-
<
-
o)
fo}

~

el
Q
£

S
o

(4]




NIST
Presentation at AsiaCrypt 2017:

The Ship Has Sailed: The NIST Post-
Quantum Crypto "Competition”

Dustin Moody


https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/asiacrypt-2017-moody-pqc.pdf

THE SHIP HAS SAILED

The NIST Post-Quantum Crypto “Competition”

NIST

Dustin MOOdy, NIST National Institute of
Standards and Technology

U.S. Department of Commerce

https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/
documents/asiacrypt-2017-moody-pqgc.pdf

2017/12/04



https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/asiacrypt-2017-moody-pqc.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/asiacrypt-2017-moody-pqc.pdf

THE SKY IS FALLING?

- If a large-scale quantum computer could be built then....

\ NIST Crypto standards |
Y {
Public key based Symmetric key based

L Signature (FIPS 186) — TADEEA(E;;)SO?Z;)) |

Modes of operations — Transition (800-131A)
Key establishment (800 38A-38G)
(800-56A/B/C) ‘ — Key generation (800-133)
SHA-1/2 (FIPS 180) and
SHA-3 (FIPS 202)

— Key management (800-57)
Tools - Randomized hash (800-
106)
— RNG (800-90A/B/C) ~ HMAC (FIPS 198)

2L LA SHA3 derived functions

(parallel hashing, KMAC, etc.
(800-185)



THE SKY IS FALLING™

- If a large-scale quantum computer could be built then....

NIST Crypto standards |

| © | Symmetric key based W

- AES (FIPS 197) ==
TDEA (800-67) =
Fie o oo 1 Transition (800-131A)
(800 38A-38G)
| " Key generation (800-133)
__ SHA-1/2 (FIPS 180) and
y. SHA-3 (FIPS 202)
— Key management (800-57)

Tools

Randomized hash (800-
106)
HMAC (FIPS 198)

| RNG (800-90A/B/C) .
- KDF (800-108, 800-1]5)

SHA3 derived functions (parallel I
hashing, KMAC, etc. (800-185)



POST-QUANTUM CRYPTOGRAPHY (PQC)

- Cryptosystems which run on classical computers, and are
considered to be resistant to quantum attacks

- Also known as “quantum-safe” or “quantum-resistant”

Citations of Shor's '95 paper
600

- PQC needs time to be ready 500

- Efficiency 400

- Confidence - cryptanalysis 300

- Standardization 200

- Usability and interoperability 100
(IKE, TLS, etc... use public key crypto) ORI e
23588588885 E858555555R%




PQC STANDARDIZATION - TOO EARLY?

- There has been much debate whether it is too early to look into
PQC standardization

- When will a (large-scale) quantum computer be built?

- “Thereis a 1in 7 chance that some fundamental public-key crypto will be
broken by quantum by 2026, and a 1 in 2 chance of the same by 2031.”

— Dr. Michele Mosca, U. of Waterloo

Our experience tells that we need (at least) several years to
develop and deploy PQC standards



HOW SOON DO WE NEED TO WORRY?

- How long does your information need to be secure (x years)
- How long to re-tool with a quantum safe solution (y years)

- How long until a large-scale quantum computer is built (7 years)

/Theorem (Mosca): If x + v > 7, then vvorry!\

What do we do here??

——

secret keys revealed

\_ o g y




NSA ANNOUNCEMENT

- Aug 2015 - NSA's Information Assurance Directorate
updated its list of Suite B cryptographic algorithms

- “IAD will initiate a transition to quantum resistant algorithms in the
not too distant future. Based on experience in deploying Suite B, we
have determined to start planning and communicating early about
the upcoming transition to quantum resistant algorithms.”

- Standardization is the first step towards the transition



THE DECISION TO MOVE FORWARD

« NIST decided it is the time to look into standardization

- We see our role as managing a process of achieving
community consensus in a transparent and timely manner

- We do not expect to “pick a winner”
- Ideally, several algorithms will emerge as 'good choices’



NIST
Presentation at POCrypt 2018:

Let’'s Get Ready to Rumble
The NIST PQC "Competition”


https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/PQCrypto-April2018_Moody.pdf

Let’'s Get Ready to Rumble-
The NIST PQC “Competition”



The Rise of Quantum Computing

S AT
‘:‘? . S 'A;"__;'."

e A
b ."‘

Intel’s 49-qubit chip Google’s 72-qubit chip IBM's 50-qubit
“Tangle-Lake” TBlisliceane” quantum computer
January 2018 March 2018 November 2017



The Impact

NIST Crypto standards

Public key based

ey establishment
(800-56A/B/C)

Tools

. RNG (800-90A/B/C!

__ KDF (800-108, 800-’35)

L.

Symmetric key based

~ AES (FIPS 197 )
TDEA (800-67)

. Modes of operations
(800 38A-38G)

SHA-1/2 (FIPS 180) and
SHA-3 (FIPS 202)

— Randomized hash (800-106)

— HMAC (FIPS 198)

|

= Guidelines

SHA3 derived functions (parallel
hashing, KMAC, etc. (800-185)

—

| Hash usage/security (800-107)

—* Transition (800-131A)

_* Key generation (800-133)

Key management (800-57)



PQC Standardization — when?

» There had been much debate about whether it is too early
to look into PQC standardization

« When will a (large-scale) quantum computer be built?

e “Thereis a 1in 7 chance that some funhdamental Theorem (Mosca): If x + > , then worry!

What do we do here??

public-key crypto will be broken by quantum by e
2026, and a 1 in 2 chance of the same by 2031.” 3

time

— Dr. Michele Mosca, (April 2015)

« Our experience tells us that we need (at least) several
years to develop and deploy PQC standards



The Decision to Move Forward

* Aug 2015 - NSA statement

... "IAD will initiate a transition to quantum resistant algorithms in
the not too distant future ...

* Felb 2016 — NIST Report on PQC (NISTIR 8105)
* Feb 2016 - NIST announcement at PQCrypto

* We see our role as managing a process of achieving
community consensus in a transparent and timely manner

* We do not expect to “pick a winner”



Scope

 Sighatures

. Publici-key schemes for generating/verifying signatures (see FIPS
186-4

* Encryption
» Key transport from one party to another

« Exchanging encrypted secret values between two parties to
establish shared secret value (see SP 800-56B)

» Key-establishment (KEMs)
« Schemes like Diffie-Hellman key exchange (see SP 800-56A)



Differences with past Competitions

« Post-quantum cryptography is more complicated than AES/SHA-3
» Nosilver bullet - each candidate has some disadvantage

. N%t enough research on quantum algorithms to ensure confidence for some
schemes

« We do not expect to select just one algorithm
 |deally, several algorithms will emerge as “good choices”

« We will narrow our focus at some point
» This does not mean algorithms are “out”

« Requirements/timeline could potentially change based on
developments in the field



Summary

Post-quantum crypto standardization will be a long
journey

. Whe h%ve seen many complexities, and know more lie
ahea

* Be prepared to transition to new algorithms in 10 years

* We will continue to work in an open and transparent
manner with the crypto community for PQC standards

* Check out www.nist.gov/pgcrypto
« Sign up for the pqgc-forum for announcements & discussion




[RSA-2048K5 5 &, 2026 FEF TIZILZED
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Quantum Key Distribution
BB84
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19704 Stephan Wiesner

O EFREDRVDTATF7EHLI=DIL, Stephan
Wiesner T#Hb, 1970FENDZETHD,
“Conjugate Coding”
https://dl.acm.org/citation.cfm?id=1008920
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“"Breaking and making quantum money: toward a
new quantum cryptographic protocol”
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Quantum Copy-Protection and
Quantum Money

Scott Aaronson
https://www.scottaaronson.com/papers/noclone-

ccc.pdf



https://www.scottaaronson.com/papers/noclone-ccc.pdf?fbclid=IwAR2zSrRW_EVsb6sZup97l7RisZreQ_shP9pQOntRT3aIG7wulJfWiUjwXV0

This paper tackles both questions using the arsenal of
modern computational complexity. Our main result is
that there exist quantum oracles relative to which
publicly-verifiable quantum money is possible, and
any family of functions that cannot be efficiently
learned from its input-output behavior can be
quantumly copy-protected. This provides the first
formal evidence that these tasks are achievable. The
technical core of our result is a "Complexity-Theoretic
No-Cloning Theorem,” which generalizes both the
standard No-Cloning Theorem and the optimality of
Grover search, and might be of independent interest.
Our security argument also requires explicit
constructions of quantum t-designs.



